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Aterstallningskoder

Om du aktiverar ndgon tvastegsinloggningsmetoder ar det viktigt att férsta att om du férlorar &tkomsten till dina sekundéra enheter (till
exempel en mobil enhet med en installerad autentisering, en sékerhetsnyckel eller en lankad e-postinkorg) har potentialen att lasa dig
ute fran ditt Bitwarden-valv.

For att skydda mot detta genererar Bitwarden en aterstéllningskod som kan anvandas med ditt huvudlésenord for att avaktivera alla
aktiverade tvastegsinloggningsmetoder utanfér ditt valv.

Q Tip
You should get your recovery code immediately after activating any two-step login method. Additionally, get a new recovery
code every time you use it, as it will change with each use.

Forutom att sakra aterstaliningskoder kan anvandare vilja skapa en export till sakerhetskopieringsvalvdata innan de aktiverar
tvafaktorsautentisering.

Fa din aterstallningskod

Sa har far du din aterstéaliningskod:
1.Logga in pa Bitwardens webbapp.

2. Valj Installningar —» Sakerhet — Tvastegsinloggning fran navigeringen:
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0 Password Manager Securlty 8 (BW

8 Vaults Master password Twe-step login Keys

<7 Send

Two-step login

<, Tools

Secure your account by requiring an additional step when logging in.

Warning

Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print

Security the recovery code and keep it in a safe place.

|/View recovery code\l
Preferences \_ J
Domain rules

Emergency access Providers

Free Bitwarden Famili.. Email

Manage

Enter a code sent to your email.

Authenticator app

s ™,

Enter a code generated by an authenticator app like Bitwarden | Manage )
. k. A
Authenticator.

Passkey

o . . . Manage
Use your device's biometrics or a FIDO2 compatible security key.

Yubico OTP security key

Manage
5] Password Manager Use a YubiKey 4, 5 or NEO device. &

Admin Console -| - Duo

s ™,
. | Manage )
Enter a code generated by Duo Security. h. A

Mere from Bitwarden

3. Valj knappen Visa aterstallningskod hogst upp pa skarmen. Du kommer att bli ombedd att ange ditt huvudlésenord, vilket 6ppnar en
aterstallningskodpanel:
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(o rocorry o

Two-step login Recovery code

Your Bitwarden two-step login recovery code:

rc

QABW 0TWe VA53 FFJ8 DIWG GWM2 6A2Z SD71

el s

Authenticator.

war

Spara din aterstallningskod pa det satt som ar mest meningsfullt for dig. Tro det eller ej, att skriva ut din kod och forvara den
nagonstans saker ar ett av de basta satten att sakerstalla att koden inte ar sarbar for stold eller oavsiktlig radering.

( @ Note

When does a recovery code change?

Neither deactivating and re-activating two-step login, nor changing your master password will change your recovery code. Your
recovery code will only change when you use it. After you use a recovery code, immediately get a new one and save it in the way
that makes the most sense for you.

\

Anvand din aterstallningskod
For att anvanda din aterstallningskod, navigera till https://vaultbitwarden.com/#/recover-2fa/, https://vault.bitwarden.eu/#/recover-

2fa/, eller, om du &r sjalvvard, https://your.domain.com/#/recover-2fa/.

Att anvanda din aterstallningskod &r som den vanliga inloggningsproceduren, kraver din (i) e-postadress, (i) huvudlésenord och (jii)
aterstallningskod. Efter framgéngsrik autentisering av alla tre kommer du att vara helt inloggad i ditt valv och alla
tvastegsinloggningsmetoder avaktiveras, och din enhet kommer att anses erkand foér nytt enhetsinloggningsskydd.

Nar den har anvénts skaffar du en ny aterstallningskod, eftersom den kommer att dndras fér varje anvandning. Du bor ocksa vid
denna tidpunkt ateraktivera alla tvastegsinloggningsmetoder som du vill anvanda i framtiden.

( @ Note

Recovery codes will not deactivate Duo for organizations. If you are locked out of your vault by an organizational Duo prompt,
reach out to the Duo administrator at your company for help bypassing the prompt.

If you're not sure whether the Duo prompt is setup personally or by your organization, try using the Use another two-step login
method button.

© 2025 Bitwarden Inc | Page 4 of 4


https://vault.bitwarden.com/#/recover-2fa/
https://vault.bitwarden.eu/#/recover-2fa
https://vault.bitwarden.eu/#/recover-2fa
https://bitwarden.com/sv-se/help/new-device-verification/

