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Tvastegsinloggning via YubiKey
Tvastegsinloggning med YubiKey ér tillgangligt fér premiumanvandare, inklusive medlemmar av betalda organisationer (familjer, team

eller féretag). Vilken YubiKey som helst som stéder OTP kan anvéndas. Detta inkluderar alla enheter i YubiKey 4- och 5-serien, saval som
YubiKey NEO och YubiKey NFC. Du kan lagga till upp till fem YubiKeys till ditt konto.

Q Tip

Most modern YubiKeys, including 5 series keys, support the FIDO2 WebAuthn protocol. If your key supports it, which you can
determine using the Yubico Authenticator desktop application, we recommend setting up your key as a FIDO2 WebAuthn device
by following these instructions.

Stall in YubiKey

Sé har aktiverar du tvastegsinloggning med Yubikey:

Losing access to your two-step login device can permanently lock you out of your vault unless you write down and keep your
two-step login recovery code in a safe place or have an alternate two-step login method enabled and available.

Get your recovery code from the Two-step login screen immediately after enabling any method. Additionally, users may create a
Bitwarden export to backup vault data.

1. Logga in pa Bitwardens webbapp.

2. Valj Installningar — Sakerhet —» Tvastegsinloggning fran navigeringen:
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<7 Send

Two-step login

<, Tools

Secure your account by requiring an additional step when logging in.

Warning

Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print
Security the recovery code and keep it in a safe place.

|/View recovery code\l
Preferences \_ J

Domain rules
Emergency access Providers

Free Bitwarden Famili.. Email

. Manage
Enter a code sent to your email.

Authenticator app p -
Enter a code generated by an authenticator app like Bitwarden | Manage )

. k. A
Authenticator.

Passkey

o . . . Manage
Use your device's biometrics or a FIDO2 compatible security key.

Yubico OTP security key

Manage
5] Password Manager Use a YubiKey 4, 5 or NEO device. &

Admin Console -| - Duo

s ™,
. | Manage )
Enter a code generated by Duo Security. h. A

Mere from Bitwarden

3.Leta upp alternativet YubiKey OTP-sakerhetsnyckel och valj knappen Hantera.
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Providers

Email
) Manage
Enter a code sent to your email.

Authenticator app

T
Enter a code generated by an authenticator app like Bitwarden [\HManageJ]
Authenticator. —
. Passkey
) . . . . Manage
% Use your device's biometrics or a FIDO2 compatible security key.
Yubico OTP security ke
ubic | curity key .
Use a YubiKey 4, 5 or NEO device.
Duo —
-| —— . | Manage |
Enter a code generated by Duo Security. M A

Du kommer att bli ombedd att ange ditt huvudlésenord for att fortsatta.
4. Anslut YubiKey till din dators USB-port.
5.Valj det forsta tomma YubiKey-inmatningsfaltet i dialogrutan i ditt webbvalv.

6. Tryck pa Yubikey-knappen.

Om du kommer att anvédnda YubiKey fér en NFC-aktiverad mobil enhet, markera kryssrutan En av mina nycklar stéder NFC.
7.Valj Spara. Ett gront aktiverat meddelande indikerar att tvastegsinloggning med YubiKey har aktiverats.

8. Valj knappen Stang och bekrafta att alternativet YubiKey OTP-sakerhetsnyckel nu ar aktiverat, vilket indikeras av en gron
kryssruta” ().

Upprepa denna process for att lagga till upp till 5 YubiKeys till ditt konto.
@ Note
We recommend keeping your active web vault tab open before proceeding to test two-step login in case something was

misconfigured. Once you have confirmed it's working, logout of all your Bitwarden apps to require two-step login for each. You will
eventually be logged out automatically.

Sjalv-vard installation
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Om du ar en organisationsadministratér maste du konfigurera ett par miljévariableriglobal.override.env for att tilldta anrop till
YubiKey OTP API:

Variabel Beskrivning

Ersatt vardet med ID mottaget fran din Yubico Key.
globalSettings__yubico__clientld
Registrera dig fér Yubico Key har.

globalSettings__yubico__key Mata in nyckelvardet mottaget fran Yubico.

Anvand YubiKey

Foljande antar att YubiKey ar din hogst prioriterade aktiverade metod. For att komma at ditt valv med en YubiKey:

1. Logga in pa ditt Bitwarden-valv pa valfri app och ange din e-postadress och ditt huvudlésenord.

Du kommer att uppmanas att satta in din YubiKey i din dators USB-port eller halla din YubiKey mot baksidan av din NFC-aktiverade
enhet:
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Cancel YubiKey security key

| - To continue, hold your Yubikey NEC against the back of
I the device.

Verify your Identity

Press your YubiKey to authenticate

Verification code

Verification code (required)
[_| ] Remember me

C] Don't ask again on this device for 30 days Continue

—
Continue logging in ( e )

or
( Select another method )
( Use your recovery code )

Q Tip
Check the Remember Me box to remember your device for 30 days. Remembering your device will mean you won't be
required to complete your two-step login step.

Om du anvander en icke-NFC YubiKey pa en mobil enhet:

1. Anslut din YubiKey till enheten.

2. Tryck pé Avbryt for att avsluta NFC-prompten.
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| & h |

Ready to Scan

Held your Yubikey near the top of
the device,

Cancel

fh =i

3. Tryck pé textinmatningsfaltet, markerat med en gra understrykning.
4. Tryck eller tryck péa din YubiKey-knapp for att infoga din kod.

2. Valj eller tryck pa Fortsatt for att slutfora inloggningen.

Du kommer inte att behova slutféra ditt sekundara inloggningssteg i tva steg for att lasa upp ditt valv nar du val ar inloggad. Fér hjalp
med att konfigurera utloggning vs. lasbeteende, se alternativ for tidsgrans for valv.

NFC-fels6kning
Om din YubiKeys NFC-funktion inte fungerar korrekt:

Kontrollera att NFC ar aktiverat:

1.Ladda ner YubiKey Manager.
2. Anslut YubiKey till din enhet.

3. Vélj fliken Granssnitt och kontrollera att alla rutor i NFC-avsnittet &r markerade.

Kontrollera att NFC ar korrekt konfigurerat:

1.Ladda ner YubiKey-anpassningsverktyget.

2. Anslut YubiKey till din enhet.

3. Vélj fliken Verktyg.

4. Valj knappen NDEF-programmering.

5. Valj den konfigurationsplats du vill att YubiKey ska anvédnda éver NFC.

6. Valj knappen Program.
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(Endast Android) Kontrollera féljande:

e Att du markerat kryssrutan En av mina nycklar stéder NFC under installationen.
e Att din Android-enhet stéder NFC och ar kand for att fungera korrekt med YubiKey NEO eller YubiKey 5 NFC.
e Att du har NFC aktiverat pa din Android-enhet (Installningar — Mer).

e Att din tangentbordslayout/format/lage ar installt pad QWERTY.
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