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Tvastegsinloggning med l6senord
Tvastegsinloggning med FIDO2 WebAuthn-uppgifter ar tillganglig gratis for alla Bitwarden-anvandare.

Alla FIDO2 WebAuthn-certifierade referenser kan anvandas, inklusive sédkerhetsnycklar som YubiKeys, SoloKeys och Nitrokeys, sdval som
inbyggda biometriska alternativ som Windows Hello. P4 macOS stods for narvarande inte nycklar som inte ar sékerhetsrelaterade som

TouchlD.

( Q Tip

All new FIDO keys set up with Bitwarden are registered as WebAuthn keys. If you have a registered FIDO key that is marked
(Migrated from FIDO) in the Two-step Login - Manage FIDO2 WebAuthn view of the web app, it is a U2F key and should be
removed and re-registered to automatically set the key up with WebAuthn. Bitwarden will begin phasing out support for
(Migrated from FIDO) U2F keys in 2025.

\

FIDO2 WebAuthn ar kompatibel med de flesta Bitwarden-applikationer. Om du vill anvanda en version som inte stéder det, se till att du
aktiverar en alternativ tvastegsinloggningsmetod. Applikationer som stéds inkluderar:

¢ Webbvalv pa en enhet med en webblasare som stéds av FIDO2.

e Webblasartillagg for en FIDO2-st6dd webblasare.

e Mobilappar for Android och iOS 13.3+ med en webblasare som stéds av FIDO2.
e Skrivbordsappar pa macOS, Windows 10+ och Linux.

Stéll in FIDO2 WebAuthn
Sé har aktiverar du tvastegsinloggning med FIDO2 WebAuthn:

Losing access to your two-step login device can permanently lock you out of your vault unless you write down and keep your
two-step login recovery code in a safe place or have an alternate two-step login method enabled and available.

Get your recovery code from the Two-step login screen immediately after enabling any method. Additionally, users may create a
Bitwarden export to backup vault data.

—_

.Logga in pa Bitwardens webbapp.

2. Valj Installningar — Sakerhet —» Tvastegsinloggning fran navigeringen:
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Two-step login
Secure your account by requiring an additional step when logging in.

Warning
Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print

Security the recovery code and keep it in a safe place.

|/View recovery code\l
Preferences \_ J

Domain rules
Emergency access Providers

Free Bitwarden Famili.. Email

. Manage
Enter a code sent to your email.

Authenticator app p -
Enter a code generated by an authenticator app like Bitwarden | Manage )

. k. A
Authenticator.

. Passkey

% Use your device's biometrics or a FIDO2 compatible security key.

Manage

Yubico OTP security key

Manage
5] Password Manager Use a YubiKey 4, 5 or NEO device. &

Admin Console -| - Duo

s ™,
. | Manage )
Enter a code generated by Duo Security. h. A

Mere from Bitwarden

3. Leta upp alternativet Lésenord och valj knappen Hantera.
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Providers

Email
) Manage
Enter a code sent to your email.

Authenticator app

T
Enter a code generated by an authenticator app like Bitwarden [\LManageJ]
Authenticator. ) ’
Passke
% Use your device's biometrics or a FIDO2 compatible security key.
Yubico OTP security ke
ubic | curity key _
Use a YubiKey 4, 5 or NEO device.
Duo T
-' —— . | Manage |
Enter a code generated by Duo Security. S A

Du kommer att bli ombedd att ange ditt huvudlésenord for att fortsatta.
4. Ge din sékerhetsnyckel ett vanligt namn.

5. Anslut sakerhetsnyckeln till enhetens USB-port och valj Las nyckel. Om din sdkerhetsnyckel har en knapp trycker du pa den.

@ Note

Some devices, including those with Windows Hello or macOS devices that support passkeys, are native FIDO2 authenticators
that will offer these options as defaults. If you want to register a security key or other authenticator, you may need to select a
Try another way, Other Options, or Cancel button to open up your other options.

6. Valj Spara. Ett gront aktiverat meddelande indikerar att tvastegsinloggning med FIDO2 WebAuthn har aktiverats och din nyckel
kommer att visas med en grén kryssruta/ ().

7.Valj knappen Stang och bekrafta att alternativet FIDO2 WebAuthn nu &r aktiverat, vilket indikeras av en grén kryssrutay/ ().
Upprepa denna process for att lagga till upp till 5 FIDO2 WebAuthn-sakerhetsnycklar till ditt konto.
@ Note
We recommend keeping your active web vault tab open before proceeding to test two-step login in case something was

misconfigured. Once you have confirmed it's working, logout of all your Bitwarden apps to require two-step login for each. You will
eventually be logged out automatically.
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Anvand FIDO2 WebAuthn

Foljande forutsatter att FIDO2 WebAuthn ar din hogst prioriterade aktiverade metod. S& har kommer du at ditt valv med en FIDO2
WebAuthn-enhet:

1. Logga in pa ditt Bitwarden-valv och ange din e-postadress och ditt huvudlésenord.

Du kommer att uppmanas att |asa din sdkerhetsnyckel, till exempel genom att satta in din sdkerhetsnyckel i enhetens USB-port och
trycka pa knappen:

@
D=
Verify your Identity

Follow the steps below to finish logging in.

E] Don't ask again on this device for 30 days

Read security key

or
( Select another method )
( Use your recovery code )

Q Tip
Check the Remember Me box to remember your device for 30 days. Remembering your device will mean you won't be required to
complete your two-step login step.

Du kommer inte att behéva slutféra din sekundara tvastegsinloggningskonfiguration fér att lasa upp ditt valv nar du val ar inloggad. For
hjalp med att konfigurera utloggning vs. lasbeteende, se alternativ for tidsgrans for valv.

NFC-felsdkning
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Om du anvander en FIDO2-autentiseringsenhet med NFC-funktionalitet som en YubiKey eller annan hardvarusakerhetsnyckel, kan du
behéva éva dig pa att hitta NFC-lasaren i din enhet eftersom olika enheter har NFC-lasare pa olika fysiska platser (till exempel ovanpa
telefonen mot botten av telefonen, eller fram och bak).

Q Tip

Hardware security keys typically have a physical plug, which will work more reliably in cases where NFC is difficult.

Felsokning av YubiKey NFC

Pa mobila enheter kan du stéta pa ett scenario dar din YubiKey lases tva ganger i foljd. Du vet att detta har intraffat nar din enhets
webblasare éppnar YubiKey OTP-webbplatsen (https://demo.yubico.com/yk)och om din enhet vibrerar flera ganger for att
signalera flera NFC-lasningar.

For att l6sa detta, anvand YubiKey Manager-applikationen fér att inaktivera NFC — OTP-granssnittet for din nyckel:

@ ® YubiKey Manager

Yubikey SC NFC () @ Help ® About

Home  Applications Interfaces

Interfaces

/ Interfaces

¢ USB Disable all » NFC Disable all

OTP FIDO2 [J oTP FIDO2
FIDO U2F OpenPGP FIDO U2F OpenPGP
PIV OATH PIV OATH

< Back v Save Interfaces
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Disabling NFC - OTP will prevent you from being able to use two-step login via YubiKey (OTP) over NFC with this key. In this
scenario, OTP via USB will still function as expected.
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