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Tvastegsinloggning via e-post

Tvastegsinloggning med e-post ar tillganglig gratis for alla Bitwarden-anvandare.

Two-step login via email is not recommended if you are using login with SSO, as using multiple methods will cause errors.
Consider setting up two-step login via a free authenticator instead.

Konfigurera e-postverifiering

Sa har aktiverar du tvastegsinloggning med e-post:

Losing access to your two-step login device can permanently lock you out of your vault unless you write down and keep your
two-step login recovery code in a safe place or have an alternate two-step login method enabled and available.

Get your recovery code from the Two-step login screen immediately after enabling any method. Additionally, users may create a
Bitwarden export to backup vault data.

1.Logga in pa Bitwardens webbapp

2. Valj Installningar —» Sakerhet —» Tvastegsinloggning fran navigeringen:
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Two-step login
Secure your account by requiring an additional step when logging in.

Warning
Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print

Security the recovery code and keep it in a safe place.

|/View recovery code\l
Preferences \_ J
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Emergency access Providers
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Enter a code sent to your email.
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s ™,
. | Manage )
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Mere from Bitwarden

3. Leta upp alternativet E-post och valj knappen Hantera:
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Providers

Email
) Manage
Enter a code sent to your email.

Authenticator app
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Enter a code generated by an authenticator app like Bitwarden [\HManageJ]
Authenticator. I
. Passkey
) . . i . Manage
% Use your device's biometrics or a FIDO2 compatible security key.
Yubico OTP security ke
ubic | curity key _
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Du kommer att bli ombedd att ange ditt huvudlésenord fér att fortsatta.

4. Ange e-postmeddelandet som du vill att du ska fa verifieringskoder och klicka pé knappen Skicka e-post.

Q Tip
If you have multiple email addresses, the address you use for two-step login doesn't have to be the same address you used to
sign up for Bitwarden.

5. Kontrollera din inkorg efter den sexsiffriga verifieringskoden. Ange koden i dialogrutan i ditt webbvalv och valj knappen Aktivera.

Ett gront aktiverat meddelande indikerar att tvastegsinloggning via e-post har aktiverats.

6. Valj knappen Stang och bekrafta att alternativet E-post ar aktiverat, vilket indikeras av en grén kryssruta” ().

@ Note

We recommend keeping your active web vault tab open before proceeding to test two-step login in case something was
misconfigured. Once you have confirmed it's working, logout of all your Bitwarden apps to require two-step login for each. You will
eventually be logged out automatically.

Anvand e-postverifiering

Foljande forutsatter att e-post ar din hogst prioriterade aktiverade metod. S& har kommer du at ditt valv med e-post 2FA:
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1. Logga in pa ditt Bitwarden-valv pa valfri app och ange din e-postadress och ditt huvudlésenord.

Du kommer att bli ombedd att ange den sexsiffriga verifieringskoden som skickades till din konfigurerade e-post.
2. Kontrollera din inkorg efter den sexsiffriga verifieringskoden. Ange den har koden pa valvets inloggningsskarm.

Q Tip
Check the Remember Me box to remember your device for 30 days. Remembering your device will mean you won't be
required to complete your two-step login step.

3. Véalj Fortsatt for att slutfoéra inloggningen.

Du kommer inte att behéva slutféra ditt sekundara inloggningssteg i tva steg for att lasa upp ditt valv nar du val &r inloggad. For hjalp
med att konfigurera utloggning vs. lasbeteende, se alternativ for tidsgrans for valv.
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