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Tvastegsinloggning via Duo
Tvastegsinloggning med Duo &r unik bland tillgangliga tvastegsinloggningsmetoder genom att den kan aktiveras for ett personligt konto

(som de andra metoderna) eller aktiveras fér en hel organisation av team och féretagsorganisationer.

Konfigurera Duo

Den héar artikeln tédcker Duo-konfigurationen fér personliga anvandare, organisationsanvandare och organisationsadministratérer:

=Personlig anvandare

Hamta Duo-nycklar

Du behover ett Duo-konto for att fa viss information som Bitwarden kraver for att slutféra installationen. Registrera dig gratis eller logga
in pa din befintliga Duo Admin Panel. S& har konfigurerar du Duo:

1.1 den vanstra menyn, navigera till Applikationer.
2.Valj knappen Skydda ett program.

3. Hitta eller sok efter Bitwarden i applikationslistan och valj knappen Skydda. Du kommer att omdirigeras till en Bitwarden-
applikationssida:

Account
Organization @ Help ’Q [

Dashboard * Applications » Bitwarden

Dashboard
=
Policies “ Bltwa rden Authentication Log Til Remove Application
o Sea the bitwarden partner page OJ for more information about protecting bitwarden logins with Duo.
Applications ~
Protect an Application o Reset Client Secret
Details
Authentication Proxy
Client ID [ [ ] Copy
Users e
Groups v Client secret Copy
Don't write down your client secret or share it with anyone.
Endpoints w
2FA Devices w API hostname Copy
Administrators w

Notera klient-ID, klienthemlighet och APl-vardnamn. Du maste referera till dessa varden nar du staller in Duo i Bitwarden.

Stall in Duo i Bitwarden
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( I\ Warning
Losing access to your two-step login device can permanently lock you out of your vault unless you write down and keep your

two-step login recovery code in a safe place or have an alternate two-step login method enabled and available.

Get your recovery code from the Two-step login screen immediately after enabling any method. Additionally, users may create a
Bitwarden export to backup vault data.

\

S& har aktiverar du tvastegsinloggning med Duo som personlig anvandare:
1. Logga in pa Bitwardens webbapp.

2. Valj Installningar —» Sakerhet —» Tvastegsinloggning fran navigeringen:

0 Password Manager Security B (B

O Vaults Master password Two-step login Keys

<7 Send

Two-step login

=y Tools

Secure your account by requiring an additional step when logging in.

Warning

Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print
the recovery code and keep it in a safe place.

Security

|/\.f|'ew recovery cnde\l
Preferences \ J

Domain rules
Emergency access Providers

Free Bitwarden Famili.. Email

) Manage
Enter a code sent to your email.

Authenticator app
Enter a code generated by an authenticator app like Bitwarden
Authenticator.

. Passkey

% Use your device's biometrics or a FIDO2 compatible security key.

=
1]
=
[
o
]

Manage

Yubico OTP security key

Manage
& Password Manager Use a YubiKey 4, 5 or NEO device. .

maga

s ™,
) | Manage |
Enter a code generated by Duo Security. . Iy

More from Bitwarden
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3. Leta upp alternativet Duo och valj knappen Hantera.

Providers

Email
. Manage
Enter a code sent to your email.

Authenticator app

Ty
Enter a code generated by an authenticator app like Bitwarden [\\Managej]
Authenticator. —
. Passkey
A C . . . Manage
% Use your device's biometrics or a FIDO2 compatible security key.
Yubico OTP security ke
ubic | curity key ‘
Use a YubiKey 4, 5 or NEO device.
Duo s ™,
-| a . | Manage |
Enter a code generated by Duo Security. Ay A

Du kommer att bli ombedd att ange ditt huvudlésenord fér att fortsatta.

4. Ange foljande varden hamtade fran Duo Admin Panel (se avsnittet ovan pa den har fliken):

¢ Klient-ID i faltet Integration Key
¢ Klienthemlighet i faltet Hemlig nyckel

¢ Ange APl-vardnamnet

5.Valj knappen Aktivera.

Ett gront aktiverat meddelande bor visas for att indikera att Duo har aktiverats for ditt valv. Du kan dubbelkolla genom att valja
knappen Stang och se att alternativet Duo har en gron bockmarkering/ ().

Vi rekommenderar att du héller din aktiva webbvalv-fliken éppen innan du fortsatter att testa tvastegsinloggning ifall nagot var
felkonfigurerat. Nar du har bekraftat att det fungerar, logga ut fran alla dina Bitwarden-appar for att krava tvastegsinloggning for varje.
Du kommer s smaningom att loggas ut automatiskt.
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@ Note

Self-hosted instances operating on air-gapped networks may require additional setup in order to maintain server
communication with Duo.

Registrera en enhet
N&r Duo har konfigurerats éppnar du webbvalvet. Om Duo &r din hégst prioriterade aktiverade metod kommer du att uppmanas att

starta Duo nasta gang du loggar in:

Duo

Launch Duo and follow the steps to finish logging in.

() Remember me

Cancel

Use another two-step login method

Server: bitwarden.com-~
© 2024 Bitwarden Inc.

Du kommer att bli ombedd att registrera en tvastegsinloggningsenhet, folj instruktionerna pa skarmen for att konfigurera en sekundar
enhet for att anvanda Duo (till exempel vilken typ av enhet som ska registreras och om du ska skicka ett SMS eller push-meddelande).
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Welcome to

Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started.
Learn more about Duo (4

Get started

Duo 2FA setup

Om du inte redan har laddat ner Duo-mobilappen rekommenderar vi att du goér det:
e Ladda nerforiOS

e lLadda ner fér Android
=0rganisationsanvandare

Registrera en enhet

Nar din organisationsadministrator har konfigurerat Duo kommer du att uppmanas att starta Duo nasta gang du loggar in:
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Y | [
Verify your Identity

Duo two-step login is required for your account. Follow the
steps below to finish logging in.

D Don't ask again on this device for 30 days

or
( Select another method )
( Use your recovery code )

Launch Duo

Du kommer att bli ombedd att registrera en tvastegsinloggningsenhet, folj instruktionerna pa skarmen for att konfigurera en sekundar
enhet for att anvanda Duo (till exempel vilken typ av enhet som ska registreras och om du ska skicka ett SMS eller push-meddelande).
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Welcome to
Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started.
Learn more about Duo (4

Get started

Q Tip

If you don't get asked by Duo to register a device, try logging in using an incognito or private browsing window.

Om du inte redan har laddat ner Duo-mobilappen rekommenderar vi att du goér det:
e Ladda ner foriOS

¢ Ladda ner fér Android

=0rganisationsadministrator

Om du aktiverar Duo for en organisation uppmanas alla registrerade medlemmar att registrera en enhet for Duo tvastegsinloggning
nasta gang de loggar in pa webbvalvet.

@ Note

Bitwarden will only recognize users with email address usernames. Duo users that do not have an email address as their primary
username will require one. Please reference Duo Username Aliases Configuration Guide for additional information and
instructions.
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Hamta Duo-nycklar

Du behover ett Duo-konto for att fa viss information som Bitwarden kraver for att slutféra installationen. Registrera dig gratis eller logga
in pa din befintliga Duo Admin Panel. S& har konfigurerar du Duo:

1.1 den vanstra menyn, navigera till Applikationer.
2.Valj knappen Skydda ett program.

3. Hitta eller sk efter Bitwarden i applikationslistan och vélj knappen Skydda. Du kommer att omdirigeras till en Bitwarden-
applikationssida:

Account
Organization @ Help ’0\ [

Dashboard * Applications » Bitwarden

Dashboard
=
Policies - Bltwa rden Authentication Log il Remove Application
i . See the bitwarden partner page 7 for more information about protecting bitwarden logins with Duo.
Applications ~
Protect an Application " Reset Client Secret
Details
Authentication Proxy
Client ID [ ] [ ] Copy
Users v
Groups v Client secrat Copy
Don‘t write down your client secret or share it with anyone.
Endpoints v
2FA Devices " APl hostname Copy
Administrators o

Notera klient-ID, klienthemlighet och API-vardnamn. Du maste referera till dessa varden nar du staller in Duo i Bitwarden.

Stall in Duo i Bitwarden

Once you initially configure and setup Duo, it is critically important that you disable it for the organization before making any
further application configuration changes from the Duo Admin Panel. To make configuration changes; disable Duo in Bitwarden,
make the required changes in the Duo Admin Panel, and re-enable Duo in Bitwarden.

This is because Duo for organizations does not currently support recovery codes. Instead, you will need to rely on the Duo Admin

Panel to bypass two-step login for members who lose access to Duo. Altering the application configuration from the Duo Admin
Panel while Duo is active risks losing the ability to bypass two-step login for you or your organization's members.

Du maste vara organisationsagare for att konfigurera Duo for din organisation. S& har aktiverar du tvastegsinloggning med Duo for din
organisation:

1. Logga in pa Bitwardens webbapp.

2. Oppna administratérskonsolen med hjalp av produktvaxlaren:
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New organization
L E] D Secure Note

All items

Favorites C]
Login

Card

Identity

Secure note

0 Password Manager All vaults @ BN
£ Vaults _
FILTERS @ C] All Name Owner :
(o ) Com Credit Card
< O = o -
h g Visa, *4242
~  All vaults
A My vault « Personal Login :
@ Settlngs My Organiz__, : C] O myusername @ :
g1 Teams Org..
’ o

@ Shared Login

sharedusername

OB 0O <

Folders
No folder

&) Password Manager

Collections
e e

Default colle...

3 Secrets Manager

Admin Console

E O < @<

Trash
{ir Toggle Width

3. Valj Installningar — Tvastegsinloggning fran navigeringen:
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U bitwarden Two-step login # EGW

Admin Console

R ~ Enforce Bitwarden Two-step Login options for members by using the Two-step Login Policy.

5 Collections To enforce Two-step Login through Duo, use the options below.

£ Members If you have setup SSO or plan to, Two-step Login may already be enforced through your Identity Provider.

&8 Groups Providers

= Reporting 2P Duc—u (Or_ganization] _ o _ _ P -
-| . Verify with Duo Security for your arganization using the Duo Mobile app, I,\Managejl

Billing N SMS, phone call, or U2F security key. i -

G} Settings ~

Organization info
Policies
Two-step login

Import data

4. Leta upp alternativet Duo (Organisation) och véalj knappen Hantera.
5.Du kommer att bli ombedd att ange ditt huvudlésenord fér att fortsatta.

6. Ange foljande varden hamtade frdn Duo Admin Panel:

¢ Klient-ID i faltet Integration Key
¢ Klienthemlighet i faltet Hemlig nyckel

¢ Ange APl-vardnamnet
7.Valj knappen Aktivera.

Ett gront aktiverat meddelande bér visas for att indikera att Duo har aktiverats for ditt valv. Du kan dubbelkolla genom att valja
knappen Stang och se att alternativet Duo har en grén bockmarkering.” ().

@ Note

Self-hosted instances operating on air-gapped networks may require additional setup in order to maintain server
communication with Duo.

Registrera en enhet

Nar Duo har konfigurerats kommer du och dina organisationsmedlemmar att uppmanas att starta Duo nasta gang du loggar in:
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Y | [
Verify your Identity

Duo two-step login is required for your account. Follow the
steps below to finish logging in.

D Don't ask again on this device for 30 days

or
( Select another method )
( Use your recovery code )

Launch Duo

Du kommer att bli ombedd att registrera en tvastegsinloggningsenhet, folj instruktionerna pa skarmen for att konfigurera en sekundar
enhet for att anvanda Duo (till exempel vilken typ av enhet som ska registreras och om du ska skicka ett SMS eller push-meddelande).
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Welcome to
Duo Security

Let's set up an account to protect your identity.

Next

Q Tip

If you don't get asked by Duo to register a device, try logging in using an incognito or private browsing window.

Om du inte redan har laddat ner Duo-mobilappen rekommenderar vi att du goér det:
¢ Ladda ner foriOS

e Ladda ner fér Android

Anvand Duo

Foljande férutsatter att Duo ar din hogst prioriterade aktiverade metod. Fér organisationsmedlemmar ar organisationsévergripande Duo
alltid den hégsta prioriterade metoden. S& har kommer du at ditt valv med Duo tvastegsinloggning:

1. Logga in pa ditt Bitwarden-valv pa valfri app och ange din e-postadress och ditt huvudldsenord. En uppmaning ber dig att starta
Duo. Nar den har startat visas en Duo-skarm for att paborja din tvastegsverifiering av inloggning.

2.Beroende pa hur du har konfigurerat Duo, slutfér autentiseringsbegéaran genom att:

¢ Godkanner Duo Push-begaran fran din registrerade enhet.
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e Hitta den sexsiffriga verifieringskoden i din Duo Mobile-app eller SMS-meddelanden och ange koden pa inloggningsskarmen for
valvet.

Q Tip
Check the Remember Me box to remember your device for 30 days. Remembering your device will mean you won't be
required to complete your two-step login step.

Du kommer inte att behéva slutféra ditt sekundéra inloggningssteg i tva steg for att lasa upp ditt valv nar du val ar inloggad. For hjalp
med att konfigurera utloggning vs. lasbeteende, se alternativ for tidsgrans for valv.
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