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Azure AKS-distribution

Den har artikeln férdjupar dig i hur du kan andra din Bitwarden sjalvvarderade Helm Chart-distribution baserat pa de specifika
erbjudandena fran Azure och AKS.

Ingangskontroller
nginx

En nginx ingresskontroller definieras som standard i my-values.yaml.Om du anvander det har alternativet:

1. Skapa en grundlaggande nginx ingress controller.

2. Avkommentera vardena i avsnittet general.ingress.annotations:imy-values.yaml och anpassa dem efter behov.
Azure Application Gateway
Azure-kunder kan dock féredra att anvanda en Azure Application Gateway som ingéngskontroller for deras AKS-kluster.

Innan du installerar diagrammet

Om du féredrar det har alternativet maste du innan du installerar diagrammet:
1. Aktivera Azure Application Gateway ingress-kontrollern fér ditt kluster.

2.Uppdatera din my-values.yaml-fil, speciellt general.ingress.className; general.ingress.annotations:och general.ingr
ess.paths:
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Bash

general:
domain: "replaceme.com"
ingress:
enabled: true

className: "azure-application-gateway"

annotations:
appgw.ingress.kubernetes.io/ssl-redirect: "true"
appgw.ingress.kubernetes.io/use-private-ip: "“false"

ingress.kubernetes.io/rewrite-rule-set: "bitwarden-ingress

appgw.ingress.kubernetes.io/connection-draining: "true"

appgw.ingress.kubernetes.io/connection-draining-timeout: "30"

labels: {}

tls-secret

clusterIssuer: letsencrypt-staging
paths:

web:

path: /(.*)

pathType: ImplementationSpecific
attachments:

path: /attachments/(.*)

pathType: ImplementationSpecific
api:

path: /api/(.*)

pathType: ImplementationSpecific

icons:
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path: /icons/(.*)
pathType: ImplementationSpecific
notifications:
path: /notifications/(.*)
pathType: ImplementationSpecific
events:
path: /events/(.*)
pathType: ImplementationSpecific
scim:
path: /scim/(.*)
pathType: ImplementationSpecific
SSO:
path: /(sso/.*)
pathType: ImplementationSpecific
identity:
path: /(identity/.¥*)
pathType: ImplementationSpecific

admin:

path: /(admin/?.*)

pathType: ImplementationSpecific

3.0m du ska anvanda det medfoéljande Let's Encrypt-exemplet for ditt TLS-certifikat, uppdatera spec.acme.solvers.ingress.cl
ass:iskriptet som lankas har till "azure/application-gateway".

4. Skapa en tom omskrivningsuppsattning fér Application Gateway i Azure Portal:

1. Navigera till Lastbalansering > Application Gateway i Azure Portal och valj din Application Gateway.
2.Valj bladet Rewrites.
3. Valj knappen —+Skriv om set.

4. Stall in Namnet pa det varde som anges for appgw. ingress. kubernetes.io/rewrite-rule-set:imy-values.yaml,idet
har exemplet bitwarden-ingress.

5. Valj Nasta och Skapa.

Efter att ha installerat diagrammet

Efter att ha installerat diagrammet kommer du ocksa att behéva skapa regler for din omskrivningsuppsattning:
1. Oppna den tomma omskrivningsuppséattningen som du skapade innan du installerade diagrammet igen.

2.Valj alla routningsvéagar som borjarmed pr-bitwarden-self-host-ingress. . ., avmarkera alla som inte boérjar med det prefixet
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och valj Nasta.
3.Valj knappen +Lagg till omskrivningsregel. Du kan ge din omskrivningsregel vilket namn och vilken sekvens som helst.

4.1agg till foljande villkor:

e Typ av variabel att kontrollera: Servervariabel

e Servervariabel: uri_path

o Skiftlageskanslig: Nej

e Operatér: lika (=)

e Monster att matcha: ~(\/(?!admin)(?lidentity)(?lsso)[A\V/I*)\/(*)
5.Lagg till féljande atgard:

¢ Omskrivningstyp: URL

o Atgardstyp: Stallin

e Komponenter: URL-sdékvag

o URL-sbkvagsvarde: [{var uri path 2}

e Omvardera vagkartan: Avmarkerad

6. Valj Skapa.

Skapa en lagringsklass

Implementeringen kraver en delad lagringsklass som du tillhandahaller, som maste stodja ReadWriteMany. Féljande exempel ar ett
skript som du kan kéra i Azure Cloud Shell fér att skapa en Azure File Storage-klass som uppfyller kravet:

The following is an illustrative example, be sure to assign permissions according to your own security requirements.
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Bash

cat <<EOF | kubectl apply -n bitwarden -
kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: azure-file
namespace: bitwarden
provisioner: file.csi.azure.com
allowVolumeExpansion: true
mountOptions:
dir mode=0777
file mode=0777
uid=0
gid=0
mfsymlinks
cache=strict
actimeo=30
parameters:
skuName: Standard LRS
EOF

Du maste stalla in sharedStorageClassName-vardetimy-values.yaml till viket namn du an ger klassen, i det har exemplet:

Bash

sharedStorageClassName: "azure-file"

Anvander Azure Key Vault CSI-drivrutin

Distribution kraver att Kubernetes Secrets-objekt staller in kansliga varden for din distribution. Medan kommandot kubectl create s
ecret kan anvandas for att stalla in hemligheter, kanske Azure-kunder féredrar att anvanda Azure Key Vault och Secrets Store CSI-
drivrutinen foér AKS:

Q Tip

These instructions assume you already an have Azure Key Vault setup. If not, create one now.

1. Lagg till Secrets Store CSI-drivrutinsstéd till ditt kluster med féljande kommando:
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Bash

az aks enable-addons --addons azure-keyvault-secrets-provider --name myAKSCluster --resource-gro

up myResourceGroup

Tillagget skapar en anvandartilldelad hanterad identitet som du kan anvanda fér att autentisera till ditt nyckelvalv, men du har
andra alternativ for identitetsatkomstkontroll. Om du anvander den skapade anvandartilldelade hanterade identiteten maste du
explicit tilldela Hemlighet > F& atkomst till den (Ias hur).

2.Skapa en SecretProviderClass, som i féljande exempel.
Parametrarsektionen iféljande YAML-fil ar korrekt for de flesta miljoer. Men beroende pé din instélining kan du behéva &ndra
vissa varden; till exempel bor cLloudName stallas in pa AzureUSGovernmentCloud fér Azure US Government Cloud. Se Microsofts

dokumentation for fullstandig information.

Parametrar avsnittet innehaller ocksa<REPLACE> platshallare som du maste ersatta, och kommer att skilja sig ndgot beroende pa
om du anvdnder den medfédljande SQL-podden eller anvander din egen SQL-server.
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Bash

cat <<EOF | kubectl apply -n bitwarden -f -
apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: bitwarden-azure-keyvault-csi
labels:
app.kubernetes.io/component: secrets
annotations:
spec:
provider: azure
parameters:
useVMManagedIdentity: "true" # Set to false for workload identity
userAssignedIdentityID: "<REPLACE>" # Set the clientID of the user-assigned managed identity
to use
# clientID: "<REPLACE>" # Setting this to use workload identity
keyvaultName: "<REPLACE>"
cloudName: "AzurePublicCloud"
objects: |
array:
-
objectName: installationid
objectAlias: installationid
objectType: secret

objectVersion:
|

objectName: installationkey
objectAlias: installationkey
objectType: secret

objectVersion:
|

objectName: smtpusername
objectAlias: smtpusername
objectType: secret

objectVersion:
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objectName: smtppassword
objectAlias: smtppassword
objectType: secret

objectVersion:
|

objectName: yubicoclientid
objectAlias: yubicoclientid
objectType: secret

objectVersion:
|

objectName: yubicokey
objectAlias: yubicokey
objectType: secret

objectVersion:
|

objectName: hibpapikey
objectAlias: hibpapikey
objectType: secret

objectVersion:
|
objectName: sapassword #-OR- dbconnectionstring if external SQL
objectAlias: sapassword #-OR- dbconnectionstring if external SQL
objectType: secret
objectVersion: ""
tenantId: "<REPLACE>"
secretObjects:
- secretName: "bitwarden-secret"
type: Opaque
data:
- objectName: installationid
key: globalSettings installation id
objectName: installationkey
key: globalSettings installation_ key
key: globalSettings mail smtp username
objectName: smtppassword
key: globalSettings mail smtp password

objectName: yubicoclientid
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key: globalSettings yubico clientId

- objectName: yubicokey

key: globalSettings yubico key

- objectName: hibpapikey

key: globalSettings hibpApiKey

- objectName: sapassword #-0OR- dbconnectionstring if external SQL

key: SA PASSWORD #-OR- globalSettings sqlServer_connectionString if external SQL

3. Anvand féljande kommandon fér att stalla in de nédvandiga hemlighetsvardena i Key Vault:

This example will record commands to your shell history. Other methods may be considered to securely set a secret.

Bash

kvname=<REPLACE>

az

az

az

az

az

az

az

az

keyvault
keyvault
keyvault
keyvault
keyvault
keyvault
keyvault
keyvault

secret
secret
secret
secret
secret
secret
secret

secret

installationid --vault-name $kvname --value <REPLACE>
installationkey --vault-name $kvname --value <REPLACE>
smtpusername --vault-name $kvname --value <REPLACE>
smtppassword --vault-name $kvname --value <REPLACE>

yubicoclientid --vault-name $kvname --value <REPLACE>

yubicokey --vault-name $kvname --value <REPLACE>

hibpapikey --vault-name $kvname --value <REPLACE>

sapassword --vault-name $kvname --value <REPLACE>

4. Ange foljande varden i filen my -values.yaml:

e secrets.secretName: Stall in detta varde pa secretName som definierats i din SecretProviderClass.

e secrets.secretProviderClass:Stallin detta varde pa metadata.name som definieras i din SecretProviderClass.
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