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( Q Tip
Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare
against your own.
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U bitwarden Single sign-on

Admin Consale

S s ~ Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow S50 authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
2 Members
-~ 5580 identifier (requirad)

&8 Groups ‘ unique-organization-identifier
= Reporting s Provide this 1D to your members to login with SS0. To bypass this step, set up Demain verification
Eb Billin s . .

g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, 550 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info
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Two-step login ~ Type
‘ SAML 2.0 v
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Dashboard v
Directory v Appllcatlons @ Help
Customizations v Create App Integration Browse App Catalog [ Assign Users to App ] More v ]
Applications ~
Search

Applications

bl b STATUS @ Okta Admin Console
Security v ACTIVE 0

INACTIVE 6 @ Okta Browser Plugin

Workflow v
Reports v Okta Dashboard
Settings v
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Create a new app integration

Sign-in method 0IDC - OpenlD Connect
Learn More (2 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for S50, Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API| Services
Interact with Okta APls using the scoped QAuth 2.0 access tokens for
machine-to-machine authentication.
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Update application username Create and update .

on

Show Advanced Settings

© 2025 Bitwarden Inc | Page 5 of 14


https://docs.oracle.com/cd/E19316-01/820-3886/ggwbz/index.html

U bitv\/a rd e n Secure and trusted open source password manager for business
J14=JVE WiEA

i SAMLL ARV AHOktalC L > TERBEINTLIZNE DD,

%

FRER SAMLY Y —2 3 U H'0ktalC &K 2 TERBSNTLIBNEDND,

REE/FERTY—2aVICERTZROICERSNZERT7ILIU XA,

b4 | g
BRI TUZL EEEHCRESNTBEDILEIET, FT 4L RTIE, rsa-sha2se,

REE/FRIEITY—2aVICEBRITBEHICERSNBZI TV A R7ILTY X AIZ.
FAITARTIVITURX A BEFHICHEINTNBREDICEINET, TOT 1 =)L RIE
BREINECBEFZIVIVILAE—HTINENHDET,

BH¥XF—FAY
BT —FAY P52 3V T, UTOSP - IdPEHR v EY FEBELET

Attribute Statements (optional) LEARN MORE
Mame MName format Value
(optional)
email Unspecified - user.email v
firstname Unspecified - user.firstMame v
lastname Unspecified - user.lastName v
Add Another
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Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an

application. Some sign-on methods require additional configuration in the 3rd party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML2.0

Default Relay State

Credentials Details

Application username format Okta username

Update application username on Create and update

C Update Mow

Password reveal Allow users to securely see their password

(Recommended)
SAML Signing Certificates
Generate new certificate
Type Created Expires Status Actions
SHA-1 Oct 2022 Oect 2032 Inactive Actions ¥

COR=VEBEROFERADOICEVEEEICT BH\

FrRDTANRIY =D VTN BALYFVURLEIDTOINI Y —DFTEEIE— LT, X509 [ABESY Y O—RULTLREEL) .
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About

SAML 2.0 streamlines the end user
experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application.
Additional configuration in the 3rd
party application may be required to
complete the integration with Okta.

Application Username

Choose a format to use as the default
username value when assigning the

application to users.

If you select None you will be prompted
to enter the username manually when
assigning an application with password
or profile push provisioning features.

SAML Setup

Single Sign On using SAML will not
work until you configure the app to
trust Okta as an IdP.

2 View SAML setup instructions
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The following is needed to configure Bitwarden

ldentity Provider Single Sign-On URL:

https://bitwardenhelptest.okta. com/app/bitwardenhelptest_bitwarden_1/exk3fajwkMx0TS0sAG95,/s50,/5aml

Identity Provider Issuer:

http: / fwww . okta.com/exkdfa jwkMx0TSosAGOG

X.509 Certificate:

-———-BEGIN CERTIFICATE——-
MI1Ds jCCApqoAw] BAg I GAXwW253khMARGESqGS 1 b3DOEBCWLAN IGZMOsWCOYDVQQGEW. VUZETMBES
A1UECAWK(2ZF saWZvemSp Y TEWHBQGA UEBwwhUZFuTEZy YWS jaXN jbzENMASGAL UECWET2£@YTEL

RE
REYJICBBIL. BONTERIVERRLET:
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= okta a5

Q, Search...

« Back to Applications

@ Bitwarden Login with SSO

‘ Active ¥ | = ‘ View Logs Monitor Imports
General Sign On Import Assignments
# Convert Assignments Search... Groups ¥ REPORTS
% Current Assignments
Filters Priority  Assignment
i, Recent Unassignments
People ’ o Everyone s ”
Groups All users in your organization

SELF SERVICE

You need to enable self
service for org
managed apps before
you can use self service
for this app.

Go to self service

settings

Requests Disabled

Approval -
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Q Tip
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Log in to Bitwarden

~— Email address (required)

Remember email

or

( & Log in with passkey )
C )

=1 Use single sign-on

Mew to Bitwarden? Create account
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okta

SignIn

Username

Password

D Remember me

Sign In

Meed help signing in?
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( @ Note

Bitwarden does not support unsolicited responses, so initiating login from your IdP will result in an error. The SSO login flow must
be initiated from Bitwarden. Okta administrators can create an Okta Bookmark App that will link directly to the Bitwarden web
vault login page.

1. As an admin, navigate to the Applications drop down located on the main navigation bar and select Applications.
2.Click Browse App Catalog.
3. Search for Bookmark App and click Add Integration.

4. Add the following settings to the application:

1. Give the application a name such as Bitwarden Login.

2.In the URL field, provide the URL to your Bitwarden client such as https://vault.bitwarden.com/#/login oryour-se
1f-hostedURL.com.

5. Select Done and return to the applications dashboard and edit the newly created app.

6. Assign people and groups to the application. You may also assign a logo to the application for end user recognition. The
Bitwarden logo can be obtained here.

Once this process has been completed, assigned people and groups will have a Bitwarden bookmark application on their Okta
dashboard that will link them directly to the Bitwarden web vault login page.
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https://support.okta.com/help/s/article/How-do-you-create-a-bookmark-app?language=en_US
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