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U bitwarden Single sign-on s @

Admin Console

My Organization e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow $SO authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
A Members
~ S50 identifier (required)
& Groups unigue-organization-identifier
= Reporting s Provide this ID to your members to login with SS0. To bypass this step, set up Demain verification
Y Billing s

Member decryption options
@2 Settings ~ (@ Master password
() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, $50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login ~ Type
SAML 20 v
Import data -
Export vault
Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID

Generate an identifier that is unigue to your organization
Device approvals

SP entity ID
SCIM prnvlsinn]ng (I | | [ N | L H . N | B | | B ‘
SAML 2.0 metadata URL .
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Home >

(i ) Default Directory | Overview

Microsoft Entra ID

« —|— Add Vv €53 Manage tenants What's new i Preview features ,0\'j Got feedback? v

© Overview
Overview Monitoring Properties Recommendations Tutorials
D Preview features _—
K Diagnose and solve problems ‘ £ Search your tenant
Manage - .
9 Basic information
&4 Users
Name o | Users
&2 Groups
BB External Identities Tenant ID . | u | I Groups
Roles and administrators Primary domain H EHE BEE B IEeE Applications
Administrative units .
License H B Devices
% Delegated admin partners
£ Enterprise applications Alerts
7] Devices
. Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID
&% App registrations . . X X ) .
All version 1.x builds of Microsoft Entra Connect Microsoft Entra ID is the new name for Azure Active
{2 Identity Governance (formerly AAD Connect) will soon stop working Directory. No action is required from you.
between October 2023 — March 2024. You must move
£ Application proxy to Cloud Sync or Microsoft Entra Connect v2.x.
E] Custom security attributes Learn more & Learn more &

THULWFPFIVT—2 3y iRy v BIRL T IES L

Home > Enterprise applications

=== Enterprise applications | All applications - «
= Default Directory - Microsoft Entra ID

« + New application I Refresh L Download (Exporty | @ Preview info Columns | [ Preview features & Got feedback?
Overview
O Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
4 Diagnose and solve problems The list of ions that are by your are in application registrations.
Manage 2 Search by application name or object ID pp type == i i X pp Dstartswith X T Add filters

Microsoft Entra DX+ 25U —BEE . + &HREBEOF 75— a v ERT MY V% 8RUET:

Home » Default Directory | Enterprise applications > Enterprise applications | All applications

Browse Microsoft Entra ID Gallery - x

|- Create your own application )} 57 Got feedback?

The Microsoft Entra I3 App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When deploying an app from the App Gallety, you leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own
application here. If you are wanting to publish an application you have developed into the Microsoft Entra ID Gallery for other organizations to discover and use, you can file a request using the process described in this article.

£ Search application Single Sign-on : All User Account Management : All Categories : All
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Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Browse Microsoft Entra ID Gallery > BW-Login-SSO
3 BW Login-SSO | Single sign-on - X
Enterprise Application
«
# Overview Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in

your organization to sign in to every application they use with only one account. Once the user logs into an application, that

Deployment Plan credential is used for all the other applications they need access to. Learn more

X Diagnose and solve problems

M . .
anage Select a single sign-on method  Help me decide
il Properties
& Owners
, ® Disabled {3 SAML EI Password-based C O) Linked
& Roles and administrators Single sign-on i not enabled. The user Rich and secure authentication to Password storage and replay using a Link to an application in My Apps
. won't be able ta launch the app from applications using the SAML (Security web browser extension of mabile app. andfor Office 365 application launcher
28 Users and groups
My Apps. Assertion Markup Language) protocol

23 Single sign-on
2 Provisioning
¥ Application proxy

C  self-service
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Attributes & Claims

Add new claim -~ Add a group claim Columns £ Got feedback?

Required claim

Claim name Type Value

Unigque User ldentifier (Name D) SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value

http/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail dhe
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML USEr.givenname e
http://fschemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname e
http:/fschemas.xmlsoap.org/ws/2005/05/ /identity/claims/surname SAML user.surname e

“ Advanced settings

ATV aviciE, T7AIM A—=ILF7 RLR, K&, RIEE. BXUPWindowsDERRTIT SNc KX VENEZENF T, FFMICDWVWTIE. Microsoft
AzureD RF a2 XV TF—2 Vv ESBULTLIEIL,

SAMLERAIRE
BDODZATY T TERT B72HIT, BasebsIBAEZY VY O—RULTLIZE W, BDRAT Y T T

BBEDP TV r—2avEREULTLRESZW,
2D ¥ a>nO%Y4 YURLE Microsoft Entra IDFRIF% AE—F/EXELT, BORTFT Yy T TERALT LS W :

o Set up BW-Login-550

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | — |

Microsoft Entra |D |dentifier | Ik |

Logout URL | - ) |
@ Note
If you receive any key errors when logging in via SSO, try copying the X509 certificate information from the Federation Metadata XML file
instead.
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FEF—yaynEA—Y—EIN—TEERUTI LS,

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Default Directory > Enterprise applications > Bitwarden Login with S50

@ Bitwarden Login with SSO | Users and groups X

Enterprise Application

“ = Add user/group 2 Edit i Remove u,'.:' Update Credentials Columns 7 Got feedback?

i Overview

o The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. =
Deployment Plan

Manage | First 100 shown, to search all users & groups, enter a display name.

iI! Properties Display Name Object Type Role assigned
A8 Owners Mo application assignments found

& Roles and administrators (Preview)

Users and groups

v B

Single sign-on

i

Provisioning

Application proxy

C  Self-service
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Log in

Master password (required)

3 Input is required

Get master password hint

Log in with master password

( F= Enterprise single sign-on )

Logging in as myemailaddress@bitwarden.com

Mot you?

BMESNICAGHNFZANDL. QFAVEBIRULTLIES W, BREDEENERICHRESINTWVWSIES.
Microsoft® AY« YE@EICU Y1 LI hENET,
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Be Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Next

@Q Sign-in options
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