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( Q Tip
Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare
against your own.
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Admin Consale

U bitwarden Single sign-on 2 @

bt e el e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow S50 authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
2 Members
— 350 identifier (required)

&8 Groups ‘ unique-organization-identifier
= Reporting s Provide this 1D to your members to login with SS0. To bypass this step, set up Demain verification
Eb Billin ~ . ;

g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, 550 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login ~ Type
‘ SAML 2.0 v
Import data .
Export vault
Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID

Generate an identifier that is unigue to your organization
Device approvals
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Add your first application
Single Sign-0n and Identity Management Application Integrations

Set up and manage single sian-on or create an identity management integration 1o
import, update, and export users on a regular basis.

~  PraTip: You can connact naary any HRA Directory or
" identity Provider 1o sasily import new users into JumpCioud!
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Q bitwarden

1 item

Name & Supported Functionality

U bitwarden Bitwarden

Q Tip
If you are more comfortable with SAML, or want more control over things like NamelD Format and Signing Algorithms, create a
Custom SAML Application instead.
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General Info  SS0  Identity Management  User Groups

Single Sign-0n Configuration
n An IDP Certificate and Private Key will be generated for this application after activation. Click here to see the Knowledge Base articke with details for confeguring this application

Sarvice Provider Metadata:

IdP Entity 1D

JumpCloud

SP Entity 1Dz

hitps:isso.bitwarden.comjsami 2/

ACS URL:

hitps:jfsso. bitwarden.comfsami2f Y OUR_ORG_IDyAcs]

SP Certificate:

IDP LIRL:

https://ss%0. jumpclouwd. com/saml2/ bitwarden

Attributes

¥ attributes are required by this Service Provider for S50 authentication, they ane not editable, Additional attributes may be included in assertions, althosgh suppert Tor each attribute will vary for sach
Service Provider. Learn maoee

USER ATTRIBUTE MAFPPING:

Service Pravider Attribute Mame JumpCloud Attribute Name

st [netvet |

Jumpcloud SSO configuration
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Attributes

If attributes are required by this Service Provider for S50 authentication, they are not editoble.
Additional attributes may be included in assertions, although support for each attribute will vary for
each Service Frovider. Learn more.

USER ATTRIBUTE MAPFPING:

Service Provider Attribute Mame JumpCloud Attribute Mame
email email
uid username
firstname firstname
lastname lastname
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G_] Home

Featured Applic
Details  User Groups

Featured applicatic

U bitwarden
' General Info
‘4 > S| Bitwarden

*Display Label:

sl : -
Bitwarden Login with S50
IDP Certificate Valid ~ &
Supported functionality
SSO JIT Identity Man
Regenerate certificate
Description

e Download certificate

Upload new certificate

Q

Display Option:

m Statue  Name
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mjumpcloud User Groups ® L Alerts M Resources @ Support
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Q 2 groups
O Type Group =
O @ All Users

Group of Users

o M Bitwarden SSO

Group of Users
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X
Details Users  Device Groups  Applications RADIUS  Directories
Bitwarden SS0 user group is bound to the following applications:
Status  Name Display Label « Supported Functionality
|
® Ubitwarden Bitwarden Login with SSO

' Bitwarden S50

Q Tip

Alternatively, you can bind access to user groups directly from the SSO - Bitwarden Application screen.
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Log in

Master password (required)

) Input is required.

Get master password hint

Log in with master password

( ¥ Enterprise single sign-on )

Logging in as myemailaddress@bitwarden.com

Mot you?
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Log in to your application
using JumpCiloud

Email

User Email Address

Password

Password

Reset User Password

JumpCloud Login
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@ Note

BitwardenlZBFR L ARV RAZEHR—KN UL TWEEBADT, HBRLDIIPHSOIA YV ERIAT 2 EITT—IEELET,
SSOO Y- > 7 O—IdBitwardenh SEA S iR T LR D £ A

© 2025 Bitwarden Inc | Page 13 of 13



