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bt e el e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow S50 authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
2 Members
— 350 identifier (required)

&8 Groups ‘ unique-organization-identifier
= Reporting s Provide this 1D to your members to login with SS0. To bypass this step, set up Demain verification
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g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, 550 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.
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1AM Identity Center X IAM Identity Center » Applications
Dashboard Appllcatlons
Users Administer users and groups for AWS managed or customer managed applications that support identity federation with SAML 2.0 or

OAuth 2.0.
Groups

Learn more [4
Settings

Add application
¥ Multi-account permissions

AWS accounts AWS managed Customer managed

Permission sets

v Application assignments

AWS managed applications (0)
Applications

Identity Center.

An AWS managed application is defined by and named for an AWS service, and must be configured from the applicable service console to work with IAM

Reloted consoles ’ Q. Search for an AWS managed application

AWS Organizations [

1AM [4

Application v Service Owning account ID

v Date created v Status v

You have not added any applications
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AWS SSO Application Catalog
Type the name of an application

Add a custom SAML 2.0 application
You can add SS0O integration to your custom SAML 2.0-enabled applications
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IAM Identity Center metadata

Your cloud application may require the following certificate and metadata details to recognize IAM Identity Center as the identity provider.

IAM Identity Center SAML metadata file
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Application metadata

IAM Identity Center requires specific metadata about your cloud application before it can trust this application. You can type this metadata
manually or upload a metadata exchange file.

(

’ © Manually type your metadata values O Upload application SAML metadata file
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1AM Identity Center X © Configuration for 'Bitwarden SAML 2.0 application' has been saved. O]
You must configure attribute mappings for IAM Identity Center to work.

Dashboard IAM Identity Center » Applications > Bitwarden SAML 2.0 application
Users

Groups Bitwarden SAML 2.0 application

Settings

¥ Multi-account permissions
AWS accounts

Permission sets

Details

Edit configuration

Edit attribute mappings
¥ Application assignments ° |
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Assigned users and groups Assign users and groups

The following users and groups can access this application. Learn more about user and group assignments [

Q_ Search for an assigned user or group 1 ©

Username of user or group v Type v

No users or groups to display

You have not assigned users and groups to this application.

Assign users and groups
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Log in

Master password (required)

3 Input is required.

Get master password hint

Log in with master password

( B4 Enterprise single sign-on )

Logging in as myemailaddress@bitwarden.com

Not you?
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Sign in

Username

| alice, alice@domain.com, DOMAIN\alice |

|| Remember username

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services,
and the Privacy Notice. This site uses essential
cookies. See our Cookie Motice for more
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