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Q Tip

Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare against your own.
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U bitwarden Single sign-on

Admin Consola

My Organization e Use the require single sign-on authentication policy to require all members to log in with SSO.

D) Collactions Allow SS0O authentication

Onca set up, your configuration will be saved and mambers will be able to authenticate using their ldentity Provider credentials.

2 Members Py & é v

— 350 identifier (required)
# Groups unique-organization-identifier
= Report]ng o Provide this 1D to your members to legin with 550. To bypass this step, set up Domain verification
Y Billin R . i

g Member decryption options

i} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, S50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login ~ Type
| SAML 2.0 v
Import data \
Export vault
Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID
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Device approvals
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Thank you for purchasing the Free AuthO plan. You have 22 days left in your trial to experiment with

v features that are not in the Free plan. Like what you're seeing? Please enter your billing information here.
A
e
o
e App“cations + CREATE APPLICATION
Setup a mobile, web or loT application to use Auth0 for Authentication. Learn more »
Q
(]
sl

wm  Default App . i o

L Generic Client ID:  RM3UeXnRtLBCSjPPCg7HiitjInvds@Be [f)

Seneric

1)

BEY T2V v oL, UTORBRZHRELEY. InSO—&EBitwarden> Y JIL YA VA VEEANSEET 2HENHD XY !

Quick Start settings Addons Connections Organizations

Basic Information

Name *
Bitwarden Login with SSO 'a
Domain
.us.auth®.com |
Client ID
HcoxD53h70z1528uBpabhPWoZEGBHN0O2 |
Client Secret
® (g

The Client Secret is not base84 encoded.

© 2025 Bitwarden Inc | Page 4 of 11



U bitwarden

Secure and trusted open source password manager for business

AuthO :87E ELi]

BEH 77V — 3 VIcBitwardentE B D RET % T F T 2E W,

RXA Y COEZAELTLREIWV, ZNIRBEDRT Y T THEILHED T,

FIVTr—=yavs147 BEOVIIZIIVIr—oavaEBRLTES W,
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#FE S nfca—)L/\Y ZURLS

COBEBEMSNI@EIF. HBORE > YIS AVAVEERNSIE—TE, RELEIDVWTERDET,
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Advanced Settings

Application Metadata Device Settings OAuth Grant Types WS-Federation Certificates
Grants

Implicit Authorization Code Refresh Token Client Credentials

D Password D MFA D Passwordless OTP
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Advanced Settings ~

Application Metadata Device Settings OAuth Grant Types WS-Federation Certificates
Signing Certificate

MIIDDTCCAfWgAwWIBAQIJdp2+LsuBIyKcMABGCSqGSIb3DOQEBCWUAMCOxIjAgBgNVY
BAMTGWR1dilobjExZzJhNi51cy5hdXRoMCS5jb2BwHhGNMJEWNDETMTUXM jUxWheN
MzQxMjIzMTUxMjUxWjAKMSIWIAYDVOQDEX1kZ XY taG4xMWcyYTYudXMuYXVeaDAu
Y29tMIIBI jANBgkghk iGO9wBBAQEFAAOCAQBAMITBCOKCAQEAZYRTSSCSLCYKTVUF
NCWewCEE7 jKTtdxRGytTBwJEarqzmgMzk tBmkUBBTuz jrtcadxButRM679ADBPX9
WZLqwiCErdeKP8133/TvakNkPyf2UE27Qo04giJy6FEUAgSqWTsS/gtX6sxTogeHaN
cJ95strc/F+jtwl7Tukullx4nv3TevK115TZRA3 BDWIJ?(}M QC3MSMS2FG3D/hDi

P VIV ISP NS TS TV T T T T P T I Y T

IVRKRAIV b
HHSRTE > IVRRAIY MY 3y CABEETIVNERIHDEFEAN, B TSRBI Z/HICSAMLTY RiR1 Y MAREICRD £,

Q Tip
In smaller windows, the Endpoints tab can disappear behind the edge of the browser. If you're having trouble finding it, click the Certificates tab and hit
the Right Arrow key (=).

Advanced Settings ~

stadata Device Settings OAuth Grant Types WS-Federation Certificates Endpoints

OAuth

OAuth Authorization URL

https://dev-hnllg2a6.us.auth0.com/authorize IO

Device Authorization URL

https://dev-hn11g2a6.us.auth0.com/oauth/device/code Py
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dev-hnllg2a6

"' Development

Thank you for purchasing the Free AuthD plan. You have 21 days left in your trial to

v £  experiment with features that are not in the Free plan. Like what you‘re seeing? Please enter
A your billing information here.
S
Rules + CREATE
=X Custom Javascript snippets that run in a secure, isolated sandbox in the AuthQ service as part of your authentication
pipeline. Learn more P
=)
0O
TRY ALL RULES WITH... «>' REFRESH
&
24
i Custom SAML Config
ol -
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ZDfEidrsa-sha256ICRET DINE T,
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-digestAlgorithm %sha256lcsREL X T,
-BitwardenDBR/MWANEBRZILVIV X L% rsa-sha256CRELE T,
i;l;i SAML7H—> 3 VERIBLARYADIA I AN Z5EIT 20D T7ILTY X b 774K TIE sha-1, signatureAlgorithm
PR DEHsha256(CRET D2UNENH D T,
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RV R FH—yavORDDICSAMLL ARV RICEBZLET,
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HHIHBF T 7 Ak TlE. urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified, Z DEIFEEDSAML NamelDFERICERETEE T,
ezl HLZSA5, SPRAIDER T 1 —ILREFEIT AT avIcBEL LIV (ZE55%288) ,
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Bash

function (user, context, callback) {
context.samlConfiguration.signatureAlgorithm = "rsa-sha256";
context.samlConfiguration.digestAlgorithm = "sha256";
context.samlConfiguration.signResponse = "true";

context.samlConfiguration.nameIdentifierFormat = "urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress"

context.samlConfiguration.binding = "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect";

callback(null, user, context);
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o SAMLY—EX 7ONAY—DEBRICE>T. SAMLY I I ZANDERINRED T,
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FIORNTYREZZILTUI L T74INTSAMLY VTR NIRRT BHIfFRSNZ7ILTY X AIE. rsa-sha256TY,

Bitwarden SAMLY 7 TR R HERZRINZNWDEBRINDH. T 7 A/ KTl

BEH AuthOIFV 7 TXA N DEZZRHEELE A,
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https://auth0.com/docs/protocols/saml-protocol/customize-saml-assertions#customize-saml-assertions-with-rules
https://docs.oracle.com/cd/E19316-01/820-3886/ggwbz/index.html
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Log in

i

(Masier password (required)

(3 Input is reguired.

Get master password hint

Log in with master password

g I
( 5 Enterprise single sign-on |
. vy

Logging in as myemailaddress@bitwarden.com

Mot you?
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Welcome

Log in to dev-hn11g2a6 to continue to Bitwarden
Login with S50.

Email address

HRRIZDAUthODEHZIEIR TRIE L 214, BitwardenD Y AT —/SAT—REZAND U TREEEESH LTSN ]

@ Note

BitwardenlZBFR L ARV RAEHR— KU TWEFAD T, HRBRIDIIPHSATA VERIARTDEIT—DRELE T,
SSOO ¥« ~ 7 d—IdBitwardenh SFA S i T NI D £ A,
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