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Q Tip
Read the full paper below or download the PDF.
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Q Tip
For Bitwarden, different plans and options are connected and complementary, all originating in our vision of a hack-free world.
Empowering everyone at work and at home with password management gets us one step closer to that goal.
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( Q Tip
Why provide individual vaults by default?
Individual vaults are an instrumental component of the Bitwarden approach. Employees use a range of credentials every day, personally

and professionally, and habits formed in one area typically become habits in the other. In our view, employees that use proper security
practices in their personal lives will carry over that good behavior to their professional lives, protecting your business in the process.

Using the same tool in both areas helps that habit form faster and easier. Enterprise organizations have the option to configure policies,
including to disable individual vaults.
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Q Tip

For large organizations, SCIM and Directory Connector are the best ways to onboard and offboard users at scale.
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@ Note

Admin password reset does not bypass two-step login. In many cases, we recommend using SSO as some IdPs will allow you to
configure 2FA and 2FA bypass policies for your users.
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Q Tip
The Remove individual vault policy, for example, fits into earlier discussion regarding the interplay between individual vaults and
organization vaults. Some companies may desire the assurance of have all credentials retained in the organization vault. A possible

implementation could involve allowing each individual user to have their own collection, which unlike individual vaults could be overseen
by organization owners and admins.
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Q Tip

In addition to these benefits, customers appreciate the ability to tightly integrate Bitwarden into their existing systems. Bitwarden offers a
robust public APl and a fully-featured command line interface (CLI) for further integration into existing organization workflows.

TIWITHRRATFoVT
Bitwardenh' & Z TH /R T — RBIEAEIEMT D& WS 7 FO—F(THEL\. BitwardenlZBE2RA MDA T 3 U #IBHL T,

IVI—TIAXDESICILBIRMERBHFICIIGL T BENESRA MNEBIRT ZBAFZAH O XI. BRNICIE. A VR—FT 1>
B BLUBHINIHBEICEAL T, BENZNEBIRT DV ONDERIFIRDEEDTY !

o A—HY—FHhUY NOEIFEIER: Y—N—ZFIHLTWBcH, I—TF—EFRLEICHRT B I EDNTETT (HESOBELOREEZSD).
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