Ubitwarden | ~L7tvy—ois

S@EIVY—)J)L > Ssocas1y »

Microsoft Entra ID OIDC 3

i

o
i

NIVTE Y F —TRN:

https://bitwarden.com/help/oidc-microsoft-entra-id/



https://bitwarden.com/help/oidc-microsoft-entra-id/

U bit\/\/a rd e n Secure and trusted open source password manager for business

Microsoft Entra ID OIDC E3&

Z DFLEICIE. OpenlD Connect (OIDC) AT L7=SSOTD OV VY ZRET 212D DAzureFEDNILTNEENTWVWET, FID0IDC
IdPDSSOTDOY A~ DiRE. FizlEMicrosoft Entra IDDOSAML 202 DEREIC D WTDAI T IE. OIDCERE % fzl&Microsoft Entra ID
SAMLEZZ B EE W,

ERE &, Bitwarden” = 77 7Y & Azure Portal Dl 5 CRIBSICF (XTSI &2 EHF T, EBITIZICHID. MAZI SICHETEDREICLT,
EERINTWIIER TCFIEZER T I 22RO LET,

D 7 REEBETSSOZR<
Bitwarden® ™V = 77 7 UCOJA v L, BRAAvF+— (68 ZEALTCEBEEIY Y —ILEBEESET,

o

0 Password Manager All vaults New ~ R0

O Vaults _
FILTERS @ (] Au Name
<7 Send

Company Credit Card
Visa, 4242

4, Tools

= Reports All vaults

My vault C] {D Personal Login
My Organiz.. ! = myusername
Teams Org..

New organization D J

Gl Settings

+ Bl ¢

Secure Note

All items

Favorites D
Login

Card

Identity

Secure note

O
]
'®®'§

{D Shared Login

sharedusername

OB 0@ <

Folders

" Mo folder
&1 Password Manager
Collections

£J Secrets Manager

O < @<

Default colle...

&1 Admin Console
T Trash

1fr Toggle Width

FET—VIaVUDERE > YVIIWFAL AV EBIRLET,

© 2025 Bitwarden Inc | Page 2 of 9


http://bitwarden.com.test/ja-jp/help/configure-sso-oidc/
http://bitwarden.com.test/ja-jp/help/saml-microsoft-entra-id/
http://bitwarden.com.test/ja-jp/help/saml-microsoft-entra-id/
http://bitwarden.com.test/ja-jp/help/saml-microsoft-entra-id/
http://bitwarden.com.test/ja-jp/help/getting-started-webvault/

U bit\/\/a rd e n Secure and trusted open source password manager for business

oo
fls2:]
ooo

U bitwarden Single sign-on

Admin Consale

My Organization e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow SSO authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
2 Members
~ 330 identifier (required)
&8 Groups ‘ unique-organization-identifier
= Reporting s Provide this ID to your members to login with S50. To bypass this step, set up Domain verification
Y Billing ~

Member decryption options
) Settings ~ @ Master password
() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single erganization policy, S50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login Type
(OpenlD Connect v }
Import data
Expert vault
Domain verification OpenlD connect configuration
Single sign-on Callback path “
HEE"Em HEN 'E N N | -. | ‘
Device approvals ’
Signed out callback path s
SCIM provisioning [I mem snnl sul ofs mis ‘
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= Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

App registrations - X

(' Newregistratiunﬁ Endpoints ég Troubleshooting O Refresh < Download [£2] Preview features 7 Got feedback?

All applications Owned applications  Deleted applications (Preview) Applications from personal account

| 2 Start typing a display name to filter these results Application (client) ID starts with < +? Add filters

2 applications found
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Khox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ | | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies
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@ Note

Callback Path can be retrieved from the Bitwarden SSO Configuration screen. For cloud-hosted customers, this is https://sso.bitwarde
n.com/oidc-signinor https://sso.bitwarden.eu/oidc-signin. For self-hosted instances, this is determined by your configured
server URL, for example https://your.domain.com/sso/oidc—-signin.
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£ Search resources, services, and docs (G+/)

Microsoft Azure

Home > App registrations > Bitwarden Login with SSO {(OIDC)

Bitwarden Login with SSO (OIDC) | Certificates & secrets = - X

|}3 Search (Cmd+/) | « .’ Got feedback?

I Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a
web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate

& Quickstart (instead of a client secret) as a credential.

s . .
o Integratlon assistant

Manage Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as

= Branding
3) Authentication

Certificates &L secrets

public keys.

T Upload certificate

Thumbprint Start date Expires Certificate ID

{I! Token configuration

-2 AP| permissions Mo certificates have been added for this application.

@b Expose an AP

% App roles

2 Owners Client secrets

&. Roles and administrators | Preview A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application

password.
M Manifest
( = MNew client secret )‘-——
Support + Troubleshooting
Description Expires Value Secret ID

Z2 Troubleshooting

& New support request Mo client secrets have been created for this application.
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Log in

Master password (required)

(3 Input is required.

Get master password hint

Log in with master password

F9 Enterprise single sign-on

P

Logging in as myemailaddress@bitwarden.com

Not you?
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B5 Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Mext

q Sign-in options
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