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Microsoft Entra ID SCIMZ S
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SCIMZE%RIRT 2Icid. BEBEEI VY —ILERZE. 8RE > SCIMZAOEY =Y JcBBLET,

U bitwarden SCIM provisioning N -

Admin Console

L O A e Automatically provision users and groups with your preferred identity provider via SCIM provisioning

£ Collections Enable SCIM

Set up your preferred identity provider by configuring the URL and SCIM AP| Key

& Members
~ SCIM URL \
% Groups ] e N Y R TR e ] T o |
= Reporting ~7 — SCIM API key
@ O ‘
B Billing v S s
This AP| ke has access to manage users within your organization. It should be kept secret.
0} Settings ~
Organization info
Policies

Two-step login
Import data

Export vault
Domain verification
Single sign-on
Device approvals

SCIM provisioning
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SCIMZBMICT B F v IRy A%IEIRL., SCIMURLESCIMAPIF—%EXELTLZE W,
BOATY I THADEEFERT 2NENHD £,

IVI—=TFAXTFTIVT—2avefld %

Q Tip
If you are already using this IdP for Login with SSO, open that existing enterprise application and skip to this step. Otherwise,
proceed with this section to create a new application

Azure Portal . Microsoft EntralD [CREEIL. 7 ES—3Y 3 X 22— BIVI—TSARATFTVIr—yavEBRUET,

Home >

Default Directory | Overview

Microsoft Entra ID

« —|— Add V£33 Manage tenants What's new & Preview features ,Q\'j Got feedback?

© Overview
Overview Monitoring Properties Recommendations Tutorials
D Preview features _—
K Diagnose and solve problems ‘/O Search your tenant
Manage - .
9 Basic information
aa Users
Name | Users
&8 Groups
BE External Identities Tenant 1D . | | | TN Groups
4t Roles and administrators Primary domain HE BEEE B meem Applications
Administrative units .
License [ | ] [ ] Devices
% Delegated admin partners
Alerts

8 Enterprise applications

[T Devices

Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID
App registrations

All version 1.x builds of Microsoft Entra Connect Microsoft Entra ID is the new name for Azure Active

(&) Identity Governance (formerly AAD Connect) will soon stop working Directory. No action is required from you.
between October 2023 — March 2024. You must move

£7 Application proxy to Cloud Sync or Microsoft Entra Connect v2.x.

] Custom security attributes Learn more 2 Learn more (4

+HFUWFPTVT—2ay R VEBIRLTIRE L,

Home > Enterprise applications

= Enterprise applications | All applications - X

Default Directory - Microsoft Entra ID

“ { New application /() Refresh L Download (Expert) @ Preview info Columns | [5& Preview features | A Got feedback?
Qverview
© Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
# Diagnose and solve problems The list of ions that are iined by your are in application registrations.
Manage P Search by application name or object ID Application type == Enterprise Applications < Application ID starts with < Y5 Add filters

Microsoft Entra IDFX+ S U —EEC. + BREBEOF7 TV Ir—vavaEERT Ry Vv EBRLTLLIEE L
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Home > Default Directory | Enterprise applications » Enterprise applications | All applications

Browse Microsoft Entra ID Gallery - X

|- Create your own application 47 Got feedback?

The Mmmsuﬁ Entra ID App Gallery is a catalog uf thousands of apps that make it easy to dep\ny and configure single sign-on (SSO) ar\d automated user provisioning. When deployi ng an app from the App Gallery, you \everage prebuilt templates to connect your users more securely to their apps. Browse or create your own
application here. If you are wanting to publish an application you have developed into the Microsoft Entra ID Gallery for other organizations to discover and use, you can file a request using the process described in this articl

P Search application Single Sign-on : All User Account Management : All Categories : All

BRICBEOF7 IV —YavEERTIER T F77VT—Y 3 vicid1I=—2 T, Bitwardeni5EDZBI & T & L,
FrIV—SDOA T 3V EBIRU. RICERRY VEBIRLTLLIEE W,

Create your own applicatjon X

R'_vj Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

7OEY 3=y IZBMET S
FES—Ya Y5 TAEYIZVIEERL, ROFIEERT LTS
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U bitwarden

:z Bitwarden SCIM | Overview
nd Enterprise Application

«

. Overview Properties
Deployment Plan Name ©

(mmm =

# Diagnose and solve problems

Application ID ©
l o]

Object ID ©
&5 Owners l ) ‘

Manage

Properties

» Roles and administrators

3

Getting Started

ke

Users and groups

0]

Single sign-on

¥ £

Provisioning » 1. Assign users and groups
as

Provide specific users and groups access

£ Application pro;
PP proy to the applications

C  Self-service Assign users and groups

Custom security attributes

1LBIARY Y &BIRL T IEE W,

Secure and trusted open source password manager for business

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

2 B8 Z70EYaZVJPE—ROROYTI I A2 —H5ERULET,

3. B DSCIMURL (G¥%ZE%3) T F Y NURLZ 4 —ILRICAHLTLIEE W,

4. HIRTZDSCIMAPIF— (52583 LK) ZY—=YLYRM=02T7 14 =ILRIEAALTLEE W,

B.IEGETANMNRY VZBIRLE T,

6. BRI DG T A SDBINUICIHE . REFERT VY ZBRLTIIES L,

vvEVY

(gj 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

Bitwarden|SiZ#ERY/RSCIM v2BM R Z{FERA L £ I H. 5 EMicrosoft Entra IDEMR & BRBIEENH D £,
TI7ANNDYYEVTIESHEELEITH, DBICHELTZOEI Y a Vv EFRUTEEZMZ 2SI ENTEEXT, Bitwardenld.

A—HY— VI —FICUATOTONT 1 ZEFRLET
A—Y—IvEVY

Bitwarden/E %

N
A\
NI
A
\J

A—=IF7 RLAFRF1I——F

RTH RTHA
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BitwardenE{f T 7 #ILNDAADEY

SMERID A==y I x—LA

-SCIMIFA—H—HDATI 7 FDERIE UTEBHDA—ILT7 RLR%ZEF DI EZAREICT %726, BitwardenldA 7z FDE
EEALET, TOATI U M primary”: truedZENTVWED,

TN—TIvEVT

Bitwarden/E % F7#ILbDAADEM
RINE RME
AVN—1c5 XN—fct5
HMERID A7Y U KID
ERXAE
BRE ROvIFIUhS, BIRLT RS W :

o BENREULLBEICA—IVBHEZEDZNESD., TULTEZBEIFEDX—IL7 RLAITESHD () |
o EIhYTHNA—HF—LII—TDHZEREHTIH. TRTOI—HF =TI —TZFET 3,
IRCDA—HY— T —T2[EHT 2 EZBIRUCIBE. RDAT Vv TEZIAF Vv 7L TLEE W,

A—H—EJIN—T=ZEDLHTS

ZORTYTERTLTLRE W,

BRIATOLY 3=V ORENSEID UTSNEI—F—E I —TOBERET 5 & 5 IORRUIIBE,
FEF—Y 3 YA —EFN—TERRL TS W,
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= Microsoft Azure ® @ 2 Search resources, services, and docs (G+/) h £33 A DEFAULT DIRECTORY &

Home > Default Directory > Enterprise applications > Bitwarden SCIM

@ Bitwarden SCIM | Users and groups X

Enterprise Application

« - Add user/group ? Edit f Remove ,j«:' Update Credentials Columns }!-Kj Got feedback?

# Overview

Depl + Pl o The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. —
eployment Plan

Manage N — . A~ . y
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.
i Properties
2 First 200 shown, to search all users & groups, enter a display name.
A& Owners

Display Name Object Type Role assigned
ik, Roles and administrators
Mo application assignments found
Users and groups

-
3 Single sign-on
&

Provisioning

Application proxy
C  Self-service

c 1 SeCUrity b
Custom security attributes

(preview)

SCIM7 U —3 3 AD1—H—Fk@FE I —TLRILTOF I EAZE DY TBICE. +1—Y—/FIL—F%EM
IR VEBIRLTLES W, MOEIZ V3V TR Azure TA—H—¢ I —TH2#TET B L,
FNHBitwarden DI BT BHWHICED LS BRELEEZEZ ZMNCDODWTEBLES:
1—-4Y—

e AzureTHLWI—HY—HEDYTENDE, FOI—H—(FH AR/ DBitwardenfBHICHBFINE T,

o HIRCDBBDA Y IN\—THDI—F—hAzurelCEID YT5N 5 &, BitwardenD1I—HF—|[FZFDI1—H—F
DEZEBEL TAzureD1—H—[cU VI EhZFEd,

o ZDLSICYVIINEA—Y—E. COYRXMDMBOT—7 7O—ICkARE LTREELRD EIH. displayNameexternalld/
mailNickname® & 5 2 fBIEBitwarden CHEIMICEE I NFE A,

o AzureTHEESNfcA—H—PELEEINDE, ZOI—HF—(ZHEAND T I EANEDEEINET,
e Azure T EESINfcI—Y—DEIREIhd &, ZO1—HF—(ZEBH SHIRSINET,

o AzureDJIL—7HhSEIDYTESNcI—T—HDYIRIND & FOI—H—(FBitwardenDZFDJIL—7H SEIR S N E T HN
EBDOAYN—ELTHEDET,

gi—=7
e AzureTHULUWIIL—THEIDETEND L. FDYIL—FIEBitwarden TIER S N E T
o HlxfzDBitwardenfBBD X VIN\—TH 2T —TAVI\—E, TIL—TICEBMSNFET,

o HiRf-DBitwardenfBED A VIN—THBWTIL—FAVI\—E. BT BHICBFINTVWET,

o HixfzDBitwardenfBHIC T TICFET 27 IL—FH AzurelcEID H TS5 % &, Bitwarden?')L—lddisplayNamed & Cexternalld/o
bjectIdDEZEL TAzurelc U V7 E2NET,
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o ZDELSICUYIINETIL—TIE Azureh 5 ZD A VIN—DEHHSINE T,

o Azure CUII—TDREHNEEIND & MHOEEITONTWSBIRD . BitwardenTHEFHIINE T,
e Bitwarden T/ IL—7DEBRINEEEIND E. FNIFAzZUre CORBIICRENE T, HicAzurefll T —TZE=TEL T,

7AEYazZVIERIELET

F7Vr—yavhRRIlRESNLES, IVY—TSAXT7 TV r—y3>y0D>7OEY 3=y IR—=IT
JOEY VI ZERBRY VEBRLTIOEY a Z v/ 2RRULET:

« [> start provisioning : rovisioning Q‘ Restart provisioning f Edit provisioning pg Provision on demand O Refresh R'_V’ Got feedback?
© Overview
P_,, Provision on demand ..
Current cycle status Statistics to date
Manage Initial cycl ¢
nitial cycle not run. v View provisioning details
2 Provisioning 0% complete

Vv View technical information
&8 Users and groups

. . View provisioning logs
Expression builder P 9109

Monitor

Manage provisioning
Update credentials

M Provisioning logs

Audit logs Edit attribute mappings
Add scoping filters
@ Insights Provision on demand

Troubleshoot

£ New support request

A—YH—=AIVR—FT1 VI &RTI>
HRICDI—H—PEFINZOT, BSIFERRICSNT BHDIBEFEESITRD £9, I——ICBEFES T ANS L SERU.
EFNHNTT LIS, BESZHEBICHERL TS0,

@ Note

The Invite > Accept - Confirm workflow facilitates the decryption key handshake that allows users to securely access organization
vault data.
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