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Q Tip
Windows FirewallZ{#H L TW3154& . Docker Desktop for Windows|d B & Windows Firewall DM B &% ENL £ Ao
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E

PS C:\> $Password = Read-Host —-AsSecureString

LAYV REEFTURRE., TFAMNADIAT7ATICFELED/IXRT—REZANANLTLIEE W, KRAT—REEELE.
ROOARY REFEFTLTLEE W :

E

New-LocalUser "Bitwarden" —-Password $Password -Description "Bitwarden Local Admin"

FULLER S Nc 22— —& LT, C:\DTFITBitwarden” # LY —Z{ERH LTS W,

ER]

PS C:\> mkdir Bitwarden
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Q Tip
HRfehBitwarden 11— —&7T 1 LV MU ZER LS. BATFZBitwarden1—H#—& LTET LTLIEE W,
1. C:\BitwardenlcghLWF« LY MU ZER L. FDRF1%Zbwdata& U, FZ(Tdocker—-stub. zipZEfERL T ZE L,

—ERET D, bwdataT« L7 MUld. docker-compose.ymlZ 7 A ILDRY 2 —AX Y EVIHEET 2 HDE—HULET,
BRIEDFLEICED, INSOYYEYIDMAUBERANN Y Y L TEEITZIENTEEXT,

2.bwdata\env\global.override.envC, UTFOBBEHEHREL T LI L)
e globalSettings__baseServiceUri__ vault=: HRfzDBitwarden{ Y AT VY AD KA Y HEZANHULTL LI,

e globalSettings__sqlServer__ConnectionString=:%®D X7 v 7 T{EAT %7=¢bic. RANDOM_DATABASE_PASSWORD
EREBRINAT—RICBEHMZITLIEE W,

e globalSettings__identityServer__certificatePassword=:
BORT VT THERAT BODRERBFAPED/NRAT—RZRELET,

e globalSettings__internalIdentityKey=:RANDOM_IDENTITY_KEY% TV LARF—XFIICESTHRI TSIV,

e globalSettings_ oidcIdentityClientKey=:RANDOM_IDENTITY KEY%ZS V& LRBRF—XFIICESHMI TSV,

e globalSettings__duo__aKey=:RANDOM_DUO_AKEY%Z T V& LRF—NFHICEZTHRZI T I,

e globalSettings__installation__id=: https:/bitwarden.com/hosthS5EFUTcA Y A M —=ILIDZAH LTSS,

e globalSettings__installation__key=: https:/bitwarden.com/hosthMSEMEUfcA VY AR —=ILF—ZEANHLTLEE L,

e globalSettings__pushRelayBaseUri=: ZDEHIIEHTHDNE T, FHMAICDVTIL,
TyvaUL—DEEZSRLTIRLI W,

( Q Tip

DR T INTDglobalSettings__mail_smtp_ Z#&adminSettings__admins
DEHRET DI EZRFTLTLIEET W, ZhickD.,

U WEB A VN = D1BEFZSend T BTcHDSMTP A — )L H —/\—hERE S 1.

VAT LAEBER—FTILANDT I AR HEINET,

BIETHICDOWTH - EF3,

\

3.IDAVTFH—DiHDID. pFXFEAEZEAER U ET, OpenSSLZ{FRT 2H\.
FEOY-IZEFERUTHCERIIPEZEM T 2 ENTEXT, HARHOpenSSLZERLTWBRIHE.
ROARY RZEFTLTLLIEE W
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ER

openssl req —x509 -newkey rsa:4096 -sha256 -nodes —-keyout identity.key —out identity.crt -—subj
"/CN=Bitwarden IdentityServer" -days 10950

ZULT

Bash

openssl pkcsl2 - —out ./identity/identity.pfx —inkey identity.key —-in identity.crt —passou
t pass:IDENTITY_CERT_PASSWORD

FREOOT>Y R IDENTITY_CERT_PASSWORDZRT W 72 THER LIER U CRERBE D/XXAT— RICEEMZ TS W,
4.1D.pfTxERyTEINfcRYa—LTs LY M) (F7AIMTIE. \bwdata\ID) CBELET,
5.identity.pfx%.\bwdata\sslF« LI hUICOE—LTLEE L,

6. BIRIDRXA Y DRZEIT \bwdata\ssLICHTF«4 LY MUEERLTLL LS W,
7.5 TE SSSLEIRRE BB EF U <ER S Nz, \bwdata\ss1\bitwarden.example.comB 771 LU NUICIRFELTLLIZE W,

@ Note

ZDT4 L7 KVl \etc\ssIONGINXOA VT HIENY Y TEINTWEY, (SETESSSLIFIAZEZ IR TE R WEEIE.
HTTPST Y RiRA > Kk ZBitwarden? 54 7Y h 7 TU T —3 3 VBT 2 7OF Y TA VAN —I)LZ 7OV M ULTLIEE W,

8..\bwdata\nginx\default.confT:

1. IXRTDbitwarden.example.comDA Y AY VY REHBRIZD KX A VICEEHZ T ZE W, Content-Security-Policy
NYT—RHEHT,

2.ssl_certificate&ssl _certificate_key@ZT# %z, ATY 76 TIRESINIIAEZE EMBBD/IRITERELE T,

3. BIBIEDIAPEDREICHL T, KTFDTFI7 a3 yDWITnhERTLTL LS
o (EHECTEDSSLIAIAZEA(FERLTWBIES. ssl_trusted certificateTEAIED/(RICHRELE T,

o HCEZIAEAFAT 31581E. ssl _trusted certificateTEHAEIAX Y KT I RULTLEE W,

9. .\bwdata\env\mssql.override.envC, RANDOM_DATABASE_PASSWORDZRT Y P2 TR UTc/SAT—RICEEHZI TS L,

10. . \bwdata\web\app-id.json. bitwarden.example.comZHRcD KA VICEZTWATLEIL,

EfgZY v rO0—K&iEi%d 3
HBIRIcDATZA NI Y TERT BTz DDockerf A —I%#EET B ICiS :
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LAYy —xy MCEGEINEY Y YA S, bitwarden/xxx: latest@INTDdockerf A—I %5 TV O—RKULTLEEW, I 5lddo
cker—compose.ymlZ 7AILICU A RENTED. docker-stub.ziplcdhp D XTI,

2. ZEGZ. ing7 7AILICRELE S, X

ER]

docker image save -0 mssql.img bitwarden/mssql:version

3.IRTCD.img7 7AINEAT AR I VITEEL T IEE U,
4. HBRIEDAT AN VT, &F.ing7 70I)L2O— KL TA—A)LDDockerf XA —IZERH L £ T, AL :

E

docker image load -i mssql.img

HRTDT—N—%ZREgLTLEETW
RO AT Y RTHiRTzDBitwardentt —/\—% &)1 LT fEE LY

ER]

docker compose —-f ./docker/docker—-compose.yml up -d

ITRTCOAVTFHEULLKEELTWBS Z EEERB LTS,

ER

docker ps

ftcp, 9.0.0.0:44

BEHTESTEWET | BitwardenlFIR#E, https://your.domain.comTHREILTWET, ZNHEELTWB T &R T DI,
To0H T IREEZHN TS L,

BRBIERS FILWFADYREERLTAVAI YT BIENTEXT, ILWIAIY MDX—=)L7 RLRAZHERT BTcdIciF.
SMTPERIEZ M RE T DVENH D T (RIEEHESRLTILET W),
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RODRAFTY T
* Bitwarden D& EESRA N TERT 2 FENBZ5EE. EEEECRRA N TEBT 3E23BLTILES W,
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FEHTA YA R UEY—N—EEHT Bl

1. BFiddocker-stub.zipZ—h4 T ZGitHubD J ) —ZAR—=I M55 TV O—-RULTLIZE W,

2. #iLWdocker-stub.zipZ—A4 JZ @KL, TORBZREDbwdataTs LI NJDORBELEHRL. FiLWbDZbwdata
DEFEO 7 7AI)ILIcaAE—=0LTLIEE 0,
LEWTLEEW, BEFEDbwdataT« L2 MU ZEFTLUWdocker-stub.zip7—hA4 JORBTLEEEZLHRWVWTLEE W, Thid,
BRICDMT O Tc N A LRERFEZ LEEST B EICBRDET,

SERIOAVTFAAXA=IETTIVO—KRU, AT7FA VNI VIKEEUTKEIVWERDOXEICTEH I NTVNDED,

4 RDARY R Z2RTLT EfichRELRMOIAV T F2EFRALTY—/N\—ZBEHLXT:

E

docker compose —-f ./docker/docker—compose.yml down &% docker compose —-f ./docker/docker—compose.

yml up -d
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