Ubitwarden | ~AL7tvsy—ois

S|EIVY—I)L > LIR—b

AR ~NOYT

NI Y —TRE

https://bitwarden.com/help/event-logs/



https://bitwarden.com/help/event-logs/

U bit\/\/a rd e n Secure and trusted open source password manager for business
I RxsaOyv

ARV RO G, BRIEDF—LPIVI—T 54 ZEBATREET 2RV RNDIALRY Y FFELI-RTT,
AR NOTI TV ERATBICIE

1.BitwardenZ = 77 VIOV« v L., BRAAvFv— (E8) #EALTEBEIVY —IILEZHEEXT,

0 Password Manager All vaults 8 (BW
£ Vaults )
FILTERS @ C] All Name Owner
<7 Send
c Company Credit Card
<, Tools o s
= Reports ~  All vaults
&2 My vault o Personal Login
© Sett[ngs My Organiz.. : C] Q Myusername @
Teams Org..
-+ New organization
g C] ] Secure Note @
~  All items :
Shared Login
. £
A Fa\nljrltes D Q sharedusername -
&) Login
= Card
Identity
[} Secure note
~ Folders
~ B No falder
3 Password Manager
~ Collections
ED Secrets Manager S=BeiTmreoie
) Default colle...
&1 Admin Console
T Trash

1ir Toggle Width

2.TET—=y 35 LIR—b > ARV NAJTEBIRLTLEE W,

© 2025 Bitwarden Inc | Page 2 of 9



O bit\/\/a r'd e n Secure and trusted open source password manager for business

U bitwarden Event logs # .
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A Collections ‘ 11/04/2024, 12:00 AM (] ‘ - ‘ 12/04/2024, 11:59 PM (] ‘ Update

A Members
Timestamp Client Member Event
#8 Groups
— ) Dec 3, 2024, 3:34:18 PM Web vault - Chrome nm Modified policy f813db@1.
= Reporting ~
Event logs Dec 3, 2024, 3:34:05 PM Web vault - Chrome F - User a9731c4c enrolled in account recovery.
Reports Dec 3, 2024, 3:32:49 PM Web vault - Chrome mE Edited user a9731c4c.
b Billing e Dec 3, 2024, 3:3212 PM Web vault - Chrome " Modified policy f813db@1.
3 Settings ~
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() Accessing organization using Provider My Provider

U bitwarden
Admin Console
Event logs i .
My Client's Organi.. ~~
£ Collections Erom o \
2 Members (11;05;2024, 12:00 AM (] ] - | 12/05/2024, 11:59 PM ] ‘ Update
4 Groups
Timestamp Client Member Event
= Reporting ~
Dec 5, 2024, 9:24:08 AM  Web vault - Chrome  Brett Warde  (My Provider) | Created collection T8586b63.
Event logs
Reports Dec 5, 2024, 9:23:48 AM  Web vault - Chrome  Brett Warde  (My Provider) | Created collection 529fd672.
[ Billing v Dec 5, 2024, 9:23:37 AM  Web vault - Chrome  Brett Warde) (My Provider) | Edited collection dea82d75.
@ Settings ~ Dec 5, 2024, 9:18:56 AM Web vault - Chrome  Brett Wardel (My Provider) || Invited user 9a71dach.
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BESNHENSBEANOINTDANRY hEEE. csVEERT 2HICANY OV ZITI AR—KUET,
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Admin Console

Event logs i '

My Organization

£ Collections

A Members
Timestamp Client Member Event
¥ Groups
— Dec 3, 2024, 3:34:18 PM Web vault - Chrome . Modified policy f813db@1.
= Reporting
Event logs Dec 3, 2024, 3:34:05 PM Web vault - Chrome [ User a9731c4c enrolled in account recovery.
Reports Dec 3, 2024, 3:32:49 PM Web vault - Chrome mE Edited user a9731c4c.
(5 Billing . » )
Dec 3, 2024, 3:32:12 PM Web vault - Chrome "m Modified policy f813db@1.
0} Settings
Dec 3, 2024, 3:32:09 PM Web vault - Chrome [] Modified policy c@fd725e.
Dec 3, 2024, 3:31:54 PM Web vault - Chrome =i Removed user cf@bdbcl.
BlZIF
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Bash

message, applcon,appName,userld,userName,userEmail,date, ip, type

Logged in.,fa—globe,Web Vault - Chrome,1234abcd-56de-78ef-91gh-abcdef123456,Alice,alice@bitwarden.c
om,2021-06-14T714:22:23.3317517,111.11.111.111,User_LoggedIn

Invited user zyxw9876.,fa—globe,Unknown,1234abcd-56de-78ef-91gh-abcdef123456,Alice,alice@bitwarden.
com,2021-06-14T14:14:44.75666677,111.11.111.111,0rganizationUser_Invited

Edited organization settings.,fa—-globe,Web Vault - Chrome,9876dcha-65ed-87fe-19hg-654321fedcba, Bob,
bob@bitwarden.com,2021-06-07T17:57:08.1866667Z,222.22.222.222,0rganization_Updated

APIOL ARV R
/eventsIT Y KR4 >~ hHh SBitwarden AFAPIDARY RO TF I EZAT D E, KDL SHBISONL ARV ADRENET -

"object": "list",
"data": [
{

"object": "event",
"type": 1000,
"itemId": "string",
"collectionId": "string",
"groupId": "string",
"policyId": "string",
"memberId": "string",
"actingUserId": "string",
"date": '"2020-11-04T15:01:21.698Z7",
""device": 0,

"ipAddress'": "XXX.XX.XXX.X"

1,

"continuationToken": "string"
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RESTful APIZ{ERT 52 &
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