Ubitwarden | ~AL7tvsy—ois

SEEIYY —)L > SSOTAYTT Y

Cloudflare-
) [
E

[,

N =X NSSOE

NI Y —TRE

https://bitwarden.com/help/cloudflare-zero-trust-sso-implementation/



https://bitwarden.com/help/cloudflare-zero-trust-sso-implementation/

U bitv\/a r‘d e n Secure and trusted open source password manager for business
CloudflareE 0 b 5 X FSSOXEE

ZDEEEICIE. SSOTDOY T V%R ET Bl DCloudflare Zero TrustiFHDANIL TS ENTWLWE S, Cloudflare Zero Trustid.
BHOIDTONAY (IdPs) EMETEZ I TITRR—ADDHE LV TV ECREBR TSV NI A—LTY, i
T2V RTA—LANDREBRTICADIEDICT—F I MR VT EBRET D IEDHTEET,

( @ Note
Cloudflare Zero Trust can be configured with any IdP that operates using SAML 2.0 or OIDC SSO configurations. If you are not
familiar with these configurations, refer to these articles:

e SAML 2.0 Configuration

e OIDC Configuration
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@ Note
Cloudflare will only support SAML via the Access Application Gateway. This means that the SAML 2.0 must be selected in the
Bitwarden configuration. OIDC authentication can still be configured from the IdP and Cloudflare.
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http://bitwarden.com.test/ja-jp/help/configure-sso-saml/
http://bitwarden.com.test/ja-jp/help/configure-sso-oidc/
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Admin Consale

U bitwarden Single sign-on 2 @

bt e el e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow S50 authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
2 Members
— 350 identifier (required)

&8 Groups ‘ unique-organization-identifier
= Reporting s Provide this 1D to your members to login with SS0. To bypass this step, set up Demain verification
Eb Billin ~ . ;

g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, 550 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info
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Two-step login ~ Type
‘ SAML 2.0 v
Import data .
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Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID
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http://bitwarden.com.test/ja-jp/help/about-trusted-devices/
http://bitwarden.com.test/ja-jp/help/about-key-connector/
https://dash.cloudflare.com/login
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Cloudflare Zero Trust Add a |Dgiﬂ method
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@ Note

If the IdP you are using has a support groups feature, this option must be disabled. Bitwarden does not support group based
claims, enabling this option will result in an XML element error on the Bitwarden end.
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@ Note
For the generic OIDC configuration, the Auth URL, Token URL, and Certificate URL can be located with the well-known URL.
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Cloudflare Zero Trust ASS'Q” a group
Assign a group to your application to enforce a set of predafined rulas.
@ Home )
Q. Search for an Access Group
+ Analytics - b
£F Gateway -
Hame Rule type
“l Access a
> ANGN USers = DEFAULT ricliche -

[ Applications

Ao (oUR .
Create additional rules

Servipe Auth
If you're assigning ane ar more graups ta this application, any rules you create now will be applied in addition to group rules

Turrsls

Include
e My Team -

Selector Value

»

M Logs - Emails ending in - @anondemain.com £
# Settings

# Add include  + Add reguire + Al exchude

@ Note

You can also apply user access through the App Launcher for access to the Bitwarden login with SSO shortcut. This can be
managed by navigating to Authentication > App Launcher > Manage. The application policies in the above example can be
duplicated or generated here.
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Log in

Master password (required)

3 Input is required.

Get master password hint

Log in with master password

( ¥ Enterprise single sign-on )

Logging in as myemailaddress@bitwarden.com

Not you?
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