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./bitwarden.sh stop

mv ./bwdata/letsencrypt ./bwdata/letsencrypt_backup

mkdir ./bwdata/letsencrypt

chown -R bitwarden:bitwarden ./bwdata/letsencrypt
-R 740 ./bwdata/letsencrypt

docker pull certbot/certbot

docker run —-i ——rm ——name certbot -p 443:443 -p 80:80 -v <Full Path from / >/bwdata/letsencrypt:/et

c/letsencrypt/ certbot/certbot certonly ——email <user@email.com> —-logs—-dir /etc/letsencrypt/logs
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Bash

openssl dhparam -out ./bwdata/letsencrypt/live/<your.domain.com>/dhparam.pem 2048

./bitwarden.sh rebuild

./bitwarden.sh start
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Bash

.\bitwarden.psl -stop

mv .\bwdata\letsencrypt .\bwdata\letsencrypt_backup
mkdir .\bwdata\letsencrypt

docker pull certbot/certbot

docker run -i ——rm ——name certbot -p 443:443 -p 80:80 -v <Full Path from \ >\bwdata\letsencrypt\:/e

tc/letsencrypt/ certbot/certbot certonly ——email <user@email.com> —-logs-dir /etc/letsencrypt/logs

Select 1, then follow instructions

<path/to/openssl.exe> dhparam —out .\bwdata\letsencrypt\live\<your.domain.com>\dhparam.pem 2048
.\bitwarden.psl -rebuild

.\bitwarden.psl -start
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Bash

ssl_certificate_path: <path>

ssl_key_path: <path>

ssl_ca_path: <path>

( @ Note
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Bash

ssl_certificate_path: /etc/ssl/your.domain/certificate.crt
ssl_key_path: /etc/ssl/your.domain/private.key

ssl_ca_path: /etc/ssl/your.domain/ca.crt
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Bash

. /bwdata/ssl/your.domain/certificate.crt

./bwdata/ssl/your.domain/private.key

./bwdata/ssl/your.domain/ca.crt
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e ssl diffie_hellman_path: DfE%Zconfig.ymlDFREICEREL T LI,
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mkdir ./bwdata/ssl/bitwarden.example.com

openssl req —-x509 —-newkey rsa:4096 -sha256 —nodes —-days 365 \

—keyout ./bwdata/ssl/bitwarden.example.com/private.key \

—out ./bwdata/ssl/bitwarden.example.com/certificate.crt \

-regexts SAN —-extensions SAN \

—config <(cat /usr/lib/ssl/openssl.cnf <(printf '[SAN]\nsubjectAltName=DNS:bitwarden.example.com
\nbasicConstraints=CA:true')) \

—subj "/C=US/ST=New York/L=New York/0=Company Name/OU=Bitwarden/CN=bitwarden.example.com"

HRICOBCEBREAEE (.crt) W (private.key) (. ./bwdata/ssl/self/your.domainT« Lo NYICEE L. ./bwdata/
config.yml CERET B I ENTEET,
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ssl_certificate_path: /etc/ssl/bitwarden.example.com/certificate.crt

ssl_key_path: /etc/ssl/bitwarden.example.com/private.key
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/usr/local/share/ca-certificates/

/usr/share/ca-certificates/
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Bash

sudo dpkg-reconfigure ca-certificates

sudo update-ca-certificates
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Bitwarden CLI& Directory Connector CLID Tz, BRERREIFA—HILT7 71 ILICRES . X IENODE_EXTRA_CA_CERTS=
BIETHICL >TBBINGTNIERD FH A,

NODE_EXTRA_CA_CERTS=~/.config/Bitwarden/certificate.crt
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Exception message: java.security.cert.CertPathValidatorException: Trust anchor for certificati

on path not found.
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https://chromium.googlesource.com/chromium/src/+/refs/heads/master/docs/linux/cert_management.md
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