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Weak and Exposed Master Password

Weak password identified and found in a data

breach. Use a strong and unigue password to
protect your account. Are you sure you want
to use this password?
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® © ® [j) create Account | Bitwarden Wel X 4

4 C n @ vault.bitwarden.com/#/register or @ A 0 »

Create Account

Email Address

jsmith@gmail.com

You'll use your email address to log in.
Your Name

Jordan Smith

What should we call you?
Master Password

............ ®

The master password is the password you use to access your
vault. It is very important that you do not forget your master
password. There is no way to recover the password in the
event that you forget it.

Re-type Master Password

Master Password Hint (optional)

A master password hint can help you remember your
password if you forget it.

m Conce

By clicking the "Submit" button, you agree to the following

policies: Terms of Service, Privacy Policy

© 2020, Bitwarden Inc.
Version 2.16.1
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L Private Key | Public Key | MNumber Generator (CSPRNG)
| |
Key Derivation Function (KDF) Stretched Generated Symmetric Key Initialization Vector

p— r= Salt: email address —= Master Key —= HKDF —=

- \ Master Key | | Encryption Key: 256 bits 128 bits
Payload: master password MAC Key: 256 bits |
T Symmetric Initialization
| Stretched Master Key Key Vector
e Key Derivation Function (KDF) AES-258 bit Encryption
Master Key —= Payload: master key IV: initialization vector
) ] — Payload: symmetric key
. Master Password Salt: master password
b . aster asswer I Key: Stretched Master Key
_——— | l
Master Password Hash Protected Symmetric Key

. Bitwarden KMS - Data Protection Key - AES-256 bit Encryption
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L) L
| Master Fassword Hash Protected Symmetric Key

4

Database w/ Transparent Data Encryption (TDE)

| Master Fassword Hash Protected Symmetric Key
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Bitwarden Client

—

0 bitwarden

User Login

Key Derivation Function (KDF)
Salt: email address —= Master Key —= HKDF —=
Payload: master password

Secure and trusted open source password manager for business

Stretched . 6

Master Key
The Symmatric Key is usad
to Decrypt Vault items

Stretched
Master Key

6 AES-256 hit Decryption
Key: Stretched Master Key

Key Derivation Function (KDF) Cipher St_ring.' Protected
Master Key —= Payload: master key Symmetric Key
Master Password Salt: master password ‘ﬁ
| @
1‘ "Cipher String”
Master Password Hash Protected Symmetric Key

Bitwarden Cloud

Bitwarden KMS - Data Protection Key - AES-256 bit Encryption

L) L N
Master Fassword Hash Protected Symmetric Key |

Database w/ Transparent Data Encryption (TDE)

Master Fassword Hash Protected Symmetric Key |
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