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helm repo add ingress-nginx https://kubernetes.github.io/ingress—-nginx
helm repo update
helm upgrade ingress—nginx ingress—nginx/ingress—-nginx —-i \

——namespace kube-system \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws-1load-balancer-back
end-protocol'="ss1" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws—-load-balancer-cros
s—zone-load-balancing-enabled'="true" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws—load-balancer-typ
e'="external" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws-load-balancer—-nlb-
target-type'="instance" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws-1load-balancer-sche
me'="internet-facing" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws-load-balancer-ssl-

cert'="arn:aws:acm:REPLACEME:REPLACEME: certificate/REPLACEME" \

——set-string controller.service.annotations. 'service\.beta\.kubernetes\.io/aws-1load-balancer-ssl-

ports'="443" \

——set controller.service.externalTrafficPolicy="Local"

3. RDFCHES> T, my-values.yaml 7 71 )LZEFH L. REPLACE 7L —ARILF—%RITEBEEHZ T EI N
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general:
domain: "REPLACEME.com"
ingress:
enabled: true

className: "nginx"

annotations:
nginx.ingress.kubernetes.io/ssl-redirect: "true"
nginx.ingress.kubernetes.io/use-regex: "true"

nginx.ingress.kubernetes.io/rewrite—-target: /$1

labels: {}

clusterIssuer:
SERIEH
web:
path: /(.%)
pathType: ImplementationSpecific
attachments:

path: /attachments/(.x*)

pathType: ImplementationSpecific

api:

path: /api/(.%)

pathType: ImplementationSpecific
icons:

path: /icons/(.x)

pathType: ImplementationSpecific
notifications:

path: /notifications/(.x)

pathType: ImplementationSpecific
events:

path: /events/(.x*)

pathType: ImplementationSpecific
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scim:

path: /scim/(.x)

pathType: ImplementationSpecific
Sso:

path: /(sso/.*)

pathType: ImplementationSpecific
identity:

path: /(identity/.x)

pathType: ImplementationSpecific
admin:

path: /(admin/?.x)

pathType: ImplementationSpecific
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file_system_id="REPLACE"

cat << EOF | kubectl apply —-n bitwarden -f -

kind: StorageClass

apiVersion: storage.k8s.io/v1l

metadata:
name: shared-storage

provisioner: efs.csi.aws.com

parameters:
provisioningMode: efs-ap
fileSystemId: $file_system_id
directoryPerms: "777" # Change for your use case
uid: "2000" # Change for your use case
gid: "2000" # Change for your use case
basePath: "/dyn1"
subPathPattern: "\${.PVC.name}"
ensureUniqueDirectory: "false"
reuseAccessPoint: '"false"

mountOptions:
— iam
- tls

0]
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3.sharedStorageClassNameDfEZmy-values.yamlDOH T, HREHT ZRIF T ZRBNICHRELTL LI W, ZOFITIE, metadata.na

me: cTo

ER]

sharedStorageClassName: "shared-storage"
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
""'secretsmanager:DescribeSecret",
""secretsmanager:GetSecretValue"
I
"Resource": "arn:aws:secretsmanager:REPLACEME:REPLACEME:secret:REPLACEME"

3 MERUTHERINY Y—Z N LT HBRIEDOMBIC TV ERATEDZY—ERT7HI Y M EERLTLEE W, FZIE:

E

CLUSTER_NAME="REPLACE"
ACCOUNT_ID="REPLACE"
ROLE_NAME="REPLACE"
POLICY_NAME="REPLACE"
eksctl create iamserviceaccount \
——Cluster=$CLUSTER_NAME \
——namespace=bitwarden \
—-—name=bitwarden-sa \
——role-name $ROLE_NAME \
——attach-policy-arn=arn:aws:iam: : $ACCOUNT_ID:policy/$POLICY_NAME \

——approve

4. 70T, AT DD & S ICSecretProviderClassZER U E J, regionZz SR DHblEIC. objectName
EERULIEY =Ly AN RX—I v —DOMBOZRICEESRAITILEN (RTY ) -
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cat <<EOF | kubectl apply -n bitwarden -f -
apiVersion: secrets-store.csi.x—-k8s.io/v1
kind: SecretProviderClass
metadata:
name: bitwarden-secrets—-manager—csi
labels:
app. kubernetes.io/component: secrets
annotations:
spec:
provider: aws
parameters:
region: REPLACE
objects:
— objectName: "REPLACE"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"
jmesPath:

— path: installationid
objectAlias: installationid
path: installationkey
objectAlias: installationkey
path: smtpusername
objectAlias: smtpusername
path: smtppassword
objectAlias: smtppassword
path: yubicoclientid
objectAlias: yubicoclientid
path: yubicokey
objectAlias: yubicokey
path: hibpapikey
objectAlias: hibpapikey
path: sapassword #-0R- dbconnectionstring if external SQL
objectAlias: sapassword #-OR- dbconnectionstring if external SQL

secretObjects:

— secretName: "bitwarden-secret"
type: Opaque
data:
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objectName: installationid

key: globalSettings__installation__id
objectName: installationkey

key: globalSettings__installation__key
objectName: smtpusername

key: globalSettings_ _mail__smtp__username
objectName: smtppassword

key: globalSettings__mail__smtp__password
objectName: yubicoclientid

key: globalSettings__yubico__clientId
objectName: yubicokey

key: globalSettings__yubico__key
objectName: hibpapikey

key: globalSettings__hibpApiKey

objectName: sapassword #-0R- dbconnectionstring if external SQL

key: SA_PASSWORD #-OR- globalSettings__sqlServer__connectionString if external SQL

5. HRfcDmy-values.yanlZ 7L T, UTFDEERELTL SN

a

e secrets.secretName: Tt % SecretProviderClass TEZH S ifcsecretNamellBRELE T (RTFv73)

e secrets.secretProviderClass: 2% &% - DSecretProviderClass CEEZE S ufcmetedata. namelliREL£T (RTFv73) .
e component.admin.podServiceAccount: BRIEDY—EZXAT AT Y N TERINALBAEICRELET (RTFYF2) .

e component.api.podServiceAccount: BRIZOY—ERTF AU Y N TERSNIZRRICRELET (RTvY72) .

e component.attachments.podServiceAccount: BRcDH—ERX T ATV N TEBSNLRBICERELET (RTFv72) ,

e component.events.podServiceAccount: BRFDY—EX T ATV N TERINIEREICERELET (RTYv72) ,

e component.icons.podServiceAccount: BRIEOY—ERXTFHT Y N TCERSNICRRICRELET (RTYF2) .

e component.identity.podServiceAccount: BRIEDY—EZXT ATV N TCERINALBAICRELET (RTYF2) ,

e component.notifications.podServiceAccount: BRIZOH—ERTF AV Y M TEHINIERBICERELET (RTY72) ,
e component.scim.podServiceAccount: HBRIEDY—EZATFTHI Y N TCEBINRBICHRELET (RTFYvF2) ,

e component.sso.podServiceAccount: BRIEOY—ERTFHI Y N TEBSNERRICRELET (RTYF2)

e component.web.podServiceAccount: BRICDY—ER T H TV N TCEBINIERFICRELET (RT Y 72),

e database.podServiceAccount: HIRFZDY—ERF ATV N TEBINBFICKRELET (RTFYT2)

e serviceAccount.name: HRIcOY—ERATHIY NMCEBRBSNLEBRICERELET (RTFYF2) .
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e serviceAccount.deployRolesOnly: truelcsREUL X9,
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