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Password Manager FAQs

This article contains frequently asked questions (FAQs) about general Bitwarden Password Manager functionality.

Most asked questions
Q: What do | do if | forgot my master password?

A: As a zero-knowledge encryption solution, Bitwarden and its systems have no knowledge of, way to retrieve, or way to reset your master
password. If you have already lost your master password, there is unfortunately no way for the team to recover the account. For help
understanding what to do next, or what to do proactively to protect yourself from such a scenario, refer to the article on your master
password.

Q: Is there a way for someone to access my vault items in case of emergency?

A: There is! Users with a premium subscription can proactively setup trusted emergency contacts who can access your vault in case of
emergency. For more information, see Emergency Access.

Q: How do | change my master password hint?

A: To change your master password hint:
1. In the web app, navigate to Settings - Security > Master password.

2. To change just your hint, enter your current master password in the Current master password, New master password, and Confirm
master password boxes to prevent it from being changed, and enter a hint in the Master password hint box.

3. Select the Change master password button.

Q: How do | change my email address?

@ Note

Changing your account email address will not change the address that received 2FA codes if you are using two-step login via email.

A: To change the email address attached to your account:
1. In the web app, navigate to Settings > My account.
2. On the My Account page, find the Change email section.

3. Enter your current Master password to prove you have the authority to take this action, and specify the New email you'd like to
change to.

4. Select the Continue button.

Bitwarden will email a verification code to the specified email address. Check your inbox for the code and enter it into the Code text
input displayed in your web vault to finalize the change. If you don't receive the verification code, check your spam folder. You can also
whitelist no—reply@bitwarden. com to help ensure delivery in the future.

When you change your email address, you should immediately logout of all Bitwarden apps you use, and log back in with the new
credentials. Sessions using a "stale" email address will eventually be logged out.

Q: What features are unlocked when | verify my email?

A: When you verify your email address, you'll unlock the ability to create file Sends (provided you also have access to premium features).
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Q: Why is a vault item missing from my mobile app, desktop app, or browser extension?

A: Typically, this is because an app's vault data has fallen behind a web vault or other app's. Performing a vault sync should bring
everything up to date. For more information, see Sync your Vault.

Q: What's the safest way to make a backup of my vault data?

A: You can use encrypted exports to make secure long-term backups of your vault data that are encrypted with your account encryption
key, organization encryption key, or with a password of your choosing.

Q: Can | set Bitwarden to automatically start when my computer starts?

A: You can set the Bitwarden desktop app to automatically open on startup.
1. Select the Start (Windows Logo) button, select All apps, and scroll to find the Bitwarden shortcut.
2. Right-click the Bitwarden desktop app, select More, and then select Open file location.
3. With the file location open, press the Windows logo key + R, type shell:startup, then select OK. This opens the startup folder.

4. Copy and paste the shortcut to the Bitwarden desktop app from the file location to the startup folder.

Q: Why am | getting a ‘New Device’ email?

A: Typically this occurs for users that have a setting on their browser which clears their local storage and/or cookies whenever they close
the browser or while they are using the browser. There are extensions that perform these actions. If this happens, you lose the indicator
which tells our servers that it is an existing device. New device notification messages are not contingent on the IP address, only the device
itself. We use local storage in the browser or client to label the device with an id. If that id has never logged in before then you will get an
email. If a user clears this local storage, a new id is generated for that device and it will get a new email.

You may need to make an exception for Bitwarden or configure your whitelist to keep the cookie or local storage from being cleared for
Bitwarden. This could also happen if you have your browser set to never remember history.

Other questions

Q: Can |l install Bitwarden without Google Play, for instance on F-Droid?

A: Yes! You can download directly from GitHub https://github.com/bitwarden/android/releases or via F-Droid by adding our repo
https://github.com/bitwarden/f-droid, which removes all non-approved libraries.

Unfortunately, F-Droid can not compile our app from source as it is based on Xamarin and it is not supported by F-Droid's current
compiler methods, so we must use a separate repo.

Q: Can | turn off automatic updates for Bitwarden?

A: Yes! On Windows, you can add the environment variable ELECTRON_NO_UPDATER=1 to your desktop app template to prevent
automatic update procedures from trying and failing on your end-user workstations.

Like with any software, running old versions may present a security risk.

Q: How do | get logs for the desktop app?

A: Add the environment variable ELECTRON_ENABLE_LOGGING=true to your desktop app template to print logs from the desktop app to
the console, or start the desktop app from your console and use command line switches to write logs to a file:
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e (Windows) Bitwarden.exe ——enable-logging=file —-log-file=bitwarden. log

e (macOS) ./Bitwarden.app/Contents/Mac0S/Bitwarden ——enable-logging=file —-log-file=bitwarden. log

Q: I need an old password! Can | view the history of a password that | changed in Bitwarden?

A: Yes! You can view the last five passwords for any login Item. Open the item in question and select the number next to Password history
near the bottom of the window:

Item history

Last edited: Dec 2. 2024, 1.56:11 PM
Created: Dec 2, 2024, 1.53:42 PM
Password updated: Dec 2, 2024, 1.5611 PM

Password history

El

Clicking on the number will expose the historical password values in plain text immediately.

Q: | forgot to save a generated password! Can | view the history of generated passwords?

A: Yes, you can view the history of the password generator from that client application's generator screen. Please note this history is
separate per app and is not synchronized between devices.

Q: What happens when | purge my vault?

A: When you purge an individual vault, all vault items and folders will be deleted. When you purge an organization vault, all shared (for
example owned by the organization) vault items will be deleted however existing users, collections, and groups will remain in place. To
purge your vault:

=Individual vault

Purging your vault is permanent. It cannot be undone.

To purge your individual vault:
1. In the Bitwarden web app, navigate to Settings > My account.

2.In the Danger zone section, select Purge vault. You'll need to confirm your master password to complete a purge.
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=Organization vault

Purging your vault is permanent. It cannot be undone.

To purge an organization vault you must be an organization owner:
1. In the Bitwarden web app, open the Admin Console and navigate to Settings - Organization info.

2.In the Danger zone section, select Purge vault. You'll need to confirm your master password to complete a purge.

Q: Can | print my vault data?

A: Not directly from Bitwarden, however you can export your vault data as a . csv or . json file and print it out from your text editor.

Q: Can | prevent my credentials from being saved to the clipboard?

A: Yes! To automatically clear values copied from Bitwarden from the clipboard:
¢ In your browser extension, navigate to Settings - Autofill and set Clear clipboard to a value other than Never.
¢ In your mobile app, navigate to Settings > Other and set Clear clipboard to a value other than Never.
¢ In your desktop app, navigate to Settings and in the Preferences section set Clear clipboard to a value other than Never.

Q: Does uninstalling or deleting my Bitwarden app also delete my vault data?

A: No, deleting a Bitwarden app/extension will not delete your vault data. Vault data will remain encrypted on the server. If you wish to
permanently delete your vault data, see Delete an Account or Organization.

Q: Does Bitwarden manage the Firefox browser extension on Android mobile?

A: There is a Bitwarden browser extension for Firefox on Android mobile devices. However, this extension is not officially supported by
Bitwarden, and the team is aware that some functionality in this client is known to not work correctly. Android users may prefer to use the
Bitwarden mobile app for an officially supported password manager client.

Q: Does Bitwarden have any settings that can be adjusted for graphics or performance?

A: Yes, Bitwarden does include settings in the desktop app to adjust for system performance:

e Graphical (GPU) acceleration can be disabled in two ways on Bitwarden desktop apps:

¢ Navigate to Settings - APP SETTINGS (ALL ACCOUNTS) and uncheck the box labeled Use hardware acceleration.

e From the navigation bar, Help - Troubleshooting - Disable hardware acceleration and restart.

Q: Can Bitwarden be installed in an Android private space?

A: Currently, Bitwarden does not recommend installing the Android application in a private space (15.0+) as private spaces are not suitable
for apps that need to run in the background for functions like autofill and syncing.
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