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PASSWORD MANAGERS

PASSWORD MANAGERS

Don’t take a pass on password managers.

Easily manage all your passwords.

As our lives expand while we do more online, we’ve gone from having just a couple of passwords to 

today, where we might manage upwards of 100 or more. If you’re like most people, you’re probably using 

the same password for most of your accounts—and that’s not safe. If your one password gets stolen 

because of a breach, it can be used to gain access to all your accounts and your sensitive information. 

But no need to fret, password managers are easy to use and make a big difference.

So the best way to manage unique passwords for the ever-increasing amount of online accounts we 

own is through a password manager application. A password manager is software created to manage all 

your online credentials like usernames and passwords. It stores them in a safe, encrypted database and 

also generates new passwords when needed.

Because the password manager stores all your passwords, you don’t need to memorize hundreds of 

passwords or keep that secret password paper in your drawer. Now, you only need to remember one to 

unlock your password vault in the manager app, so it makes things so much easier.

What are the advantages of a password manager?
Password managers not only let you manage hundreds of unique passwords for your online accounts, 

but some of the services also offer other advantages as well.

Saves time

Works across all your devices and 
operating systems

Protects your identity

Notify you of potential phishing websites



MULTI-FACTOR AUTHENTICATION

MULTI-FACTOR AUTHENTICATION

Always enable multi-factor authentication.

How does MFA work?

MFA can include:

It’s as easy as learning a new dance move and your online accounts will thank you. Multi-factor 

authentication, or MFA, is a security measure that requires anyone logging into an account to navigate 

a two-step process to prove their identity. It makes it twice as hard for criminals to access an online 

account. When it’s available, always turn it on because it’s easy to do and greatly increases your security. 

By adding one more simple step when logging into an account, multi-factor authentication greatly 

increases the security of your account. Here’s how it works. Just like logging into your account, the first 

step is giving your password or passphrase. The second step is to provide an extra way of proving that 

you’re you, like entering a PIN code or texting/emailing a code to your mobile device, or accessing an 

authenticator app.

A extra PIN (personal identification number)

The answer to an extra security question 
like, “What’s your favorite pet’s name?”

An additional code either emailed to an 
account or texted to a mobile number

A biometric identifier like facial recognition 
or a fingerprint

A yes or no button or unique number 
generated by an authenticator app (like 
those from Microsoft, Google or Duo)

A secure token, which is a separate piece 
of hardware (like a key fob that holds 
information) that verifies a person’s identity 
with a database or system

What type of accounts offer MFA?
Not every account offers MFA, but it’s becoming more popular every day. It’s seen on many accounts 

that usually hold either valuable financial or personal information like banks, financial institutions, online 

stores, or social media platforms. Any place online that is storing your personal information (especially 

financial information), or any account that can be compromised and used to trick or defraud someone 

else should be protected with MFA. Simply put, use MFA everywhere!



PHISHING

PHISHING

When criminals go phishing, you don’t have to take the bait.

See it so you don’t click it.

Oh no! I see a phishing email. What do I do?

Phishing is when criminals use fake emails to lure you into clicking on them and handing over your 

personal information, or installing malware on your device. It’s easy to avoid a scam email, but only once 

you know what to look for.

The signs can be subtle, but once you recognize a phishing attempt you can avoid falling for it. Here are 

some quick tips on how to clearly spot a fake phishing email:

Don’t worry, you’ve already done the hard part which is recognizing that an email is fake and part of a 

criminal’s phishing expedition. 

If you’re at the office and the email came to your work email address, report it to your IT manager or 

security officer as quickly as possible.

Contains an offer that’s too good to be true

Language that’s urgent, alarming, or 
threatening

Poorly-crafted writing with misspellings, 
and bad grammar

Greetings that are ambiguous or very 
generic 

Requests to send personal information

Urgency to click on an unfamiliar hyperlinks 
or attachment

Strange or abrupt business requests

Sending e-mail address doesn’t match the 
company it’s coming from



If you’re at home and the email came to your personal email address. Do not click on any links (even the 

unsubscribe link) or reply back to the email and JUST DELETE IT. You can take your protection a step 

further and block the sending address from your email program, too.

PHISHING

Here’s how to… 

Here’s how to… 

Block a sender on Outlook.

Report a phish on Outlook.

Block a sender on Gmail.

Report a phish on Gmail.

Block a sender on Mac Mail.

Report a phish on Mac Mail.

Block a sender on Yahoo! Mail

Let them know.
Some email platforms let you report phishing attempts. If you suspect an email is phishing for your 

information, it’s best to report it quickly.

https://support.microsoft.com/en-us/office/block-a-mail-sender-b29fd867-cac9-40d8-aed1-659e06a706e4
https://support.microsoft.com/en-us/office/phishing-and-suspicious-behaviour-0d882ea5-eedc-4bed-aebc-079ffa1105a3
https://support.google.com/mail/answer/8151?hl=en&co=GENIE.Platform%3DDesktop&oco=1
https://support.google.com/mail/answer/8253?hl=en
https://support.apple.com/guide/mail/block-or-unblock-senders-mlhl0898d7bb/mac
https://support.apple.com/en-us/HT204759
https://help.yahoo.com/kb/sln28140.html


SOFTWARE UPDATES

SOFTWARE UPDATES

Update often.

Get it from the source.

Make it automatic.

Watch for fakes!

Always keep your software updated when updates becomes available and don’t delay. These updates 

fix general software problems and provide new security patches where criminals might get in. You can 

be sure the bad guys are always looking for new ways to get to your data through software, so updating 

your software is an easy way to stay a step ahead.

When downloading a software update, only get it from the company that created it. Never use a hacked, 

pirated or unlicensed versions of software (even if your friend gave it to you). These often contain 

malware and cause more problems than they solve.

Software from legitimate companies usually provides an option to update your software automatically. 

When there’s an update available, it gives a reminder so you can easily start the process. If you can’t 

automatically update it, remind yourself to check quarterly if an update is available.

Maybe you’ve seen these pop-up windows when visiting a website or opening software that urgently 

asks you to download something or fill out a form? These are always fake and should not be followed. A 

browser will only warn you not to move forward or stay on a specific web address because it might not 

be secured or it could contain malware.

One of the easiest ways to keep your information 
secure is to keep your software and apps updated.



Visit bitwarden.com 
to get started today
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